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MEMO/NOTE TO FILE 
REMOTELY ACCESSING, COLLECTING, AND USING CONFIDENTIAL RESEARCH DATA WHILE 

PRESERVING PRIVACY DURING THE COVID-19 PANDEMIC 
 

I. Background and scope 
 
Note: The Research Institute of the McGill University Health Centre (RI-MUHC) has its own 
version of this document. Those who are conducting research at the RI-MUHC must consult the 
RI-MUHC document. 
 
In response to the state of public health emergency declared in the Province of Québec due to 
the COVID-19 pandemic on Friday March 13, 2020, McGill University has requested that all non-
essential research activities ramp down until further notice to restrict the presence of research 
staff and research participants on site (please consult The Neuro website for more information).   
 
In order to minimise the risks to participants’ privacy and ensure participants’ continued protection, 
the following document provides guidance that research personnel must follow if they wish to 
access, collect, and/or use confidential research data remotely as a result of COVID-19. Research 
teams should in addition remain up-to-date with the guidelines on working remote that are issued 
by the institution. 
 
The present guidelines apply to the Montreal Neurological Institute and Hospital (The Neuro) 
research activities, whether the MUHC Research Ethics Board (REB) is the evaluating REB or 
not.  
 
These guidelines apply to all research activities being conducted remotely, whether deemed 
essential or not. 
 
These guidelines will continue to evolve to reflect the most up to date information. It is the 
researcher’s responsibility to consult the most recent version of the document.  
 
 
II. General guidelines 
 

 Practices to access, collect, and/or use data remotely that do not increase risk to study 
participants can be implemented without first being approved by the MUHC REB during 
the publicly declared state of emergency. 

o The prescribed good practices to access, collect, and/or use confidential research data 
that are described in section IV are considered as not increasing the risk to 
participants.  

o Notifying the REB will still be required as per MUHC REB SOP #405A (“Ongoing REB 
Review Activities”) once the publicly declared state of emergency has been lifted. 

o For multicentric studies where the MUHC REB is not the evaluating REB, this guidance 
document may be submitted to the evaluating REB as supporting documentation. 

  

https://www.mcgill.ca/neuro/about/staff/covid-19
https://muhc.ca/cae/muhc-research-ethics-board-reb-standard-operating-procedures-sops
https://muhc.ca/cae/muhc-research-ethics-board-reb-standard-operating-procedures-sops
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 Practices to access, collect, and/or use data remotely that do increase the risk to study 
participants must first be approved by the reviewing REB before being implemented, 
even during the publicly declared state of emergency.  

o Measures that deviate from the prescribed good practices to access, collect, and/or 
use confidential research data that are described in section IV are considered as 
increasing the risks to study participants.  

o When measures increase the risk to participant, the evaluating REB may require that 
participants be informed of the increased risk.  

 

 Every member of the research team has a responsibility in ensuring that data is adequately 
protected, and the principal investigator must be satisfied that every member of the research 
team is adequately knowledgeable about the use of the tools/platforms before roll-out. 

 

 As a reminder, in the event of any unauthorised access to confidential research data, 
investigators must refer to MUHC REB SOP #405A (“Ongoing REB Review Activities”) for 
guidelines on reporting. 

 
 
III. Important points to consider 
 
Use an “Assess, Document, Report” strategy: 
 

1. Assess 
a. Is the remote conduct of the project already approved by the REB?  

 

 Studies with REB-approved protocols that do not have existing measures for remote data 
access, collection, and/or use must follow the practices listed below.  

 Studies with protocols that had remote data access, collection and/or use measures 
approved by the REB prior to the declaration of the state of emergency may continue to 
follow their REB-approved measures.  

 
b. Is conducting the project remotely appropriate? 

 

 Before implementing a modification to the normal conduct of the approved research 
project, principal investigators must reflect on the foreseeable impact of the modification 
on the: 
o Level of risk to study participants, including privacy and/or safety; 
o Social value and scientific validity of the study. 

 
c. Does the remote conduct of the project require external approval?  

 

 Sponsors and/or principal investigators should be informed of the plan to access, collect, 
and/or use research data remotely. Their approval must be obtained where applicable, 
prior to implementing the practices below.  

 Neuro investigators are responsible for ensuring that any contractual obligations that are 
in place and relate to the conduct of their study are respected.  

  

https://muhc.ca/cae/muhc-research-ethics-board-reb-standard-operating-procedures-sops
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2. Document the measures put in place 

 

 Changes made to study procedures to work remotely, as well as their justification, must 
be documented. Once the state of public health emergency is lifted, principal investigators 
will be held accountable for the measures put in place.  
 

3. Report the measures put in place 
 

 Once the publicly declared state of emergency has been lifted, the principal investigator 
must ensure that all changes made to the study procedures to work remotely are reported, 
as per the MUHC REB SOP #405A (“Ongoing REB Review Activities”).  

 
 
IV. Prescribed good practices when dealing with CONFIDENTIAL research data 
 
This section uses McGill University’s remote work guidelines as a reference. Please refer to McGill 
University IT’s guidelines for remote work and the Working Remotely Checklist for further 
instructions on how to access remote work resources.  
 

 Platforms to be used for storing, accessing, and/or transporting: 
o Storage and remote access via cloud services: OneDrive accessed from the McGill 

Office 365 Portal with double authentication 
o Remote access to data and/or software: use the McGill Virtual Private Network (VPN) 

with two-factor authentication 
o Transport: Encrypted (i.e. not simply password protected) USB key/external hard drive  
o Local copies (not recommended for research governed by Good Clinical Practice): 

Encryption (i.e. not just password protection) of hard drive, unless other measures are 
taken to secure the computer  

 

 Other online platforms (third-party websites and apps): 
o Assess the terms of service and privacy policy of online platforms (apps, website) to 

ensure that they comply with McGill guidelines 
 

 Hard copy documents:  
o Maintain exclusive visual control of the documents 
o Keep copies in a locked drawer not accessible to others in the household 

 

 Telephone calls/Videoconferences (with or without participants on the line): 
o Conduct telephone calls/videoconferences in a private location. 
o Do not allow non-authorised personnel to overhear conversations (e.g., research staff 

members’ spouses)  
o Restrict attendees to intended people (e.g., using password to join an online meeting) 
o Do not record the discussion/videoconference 
o Secure work environment before turning webcam on or sharing screen (e.g., no 

personally identifiable information of others visible in background or on desktop, blank 
webcam background when using Zoom) 

o Do not include personal information in titles or descriptions of meetings (e.g., 
participant initials or names) 

o WebEx may be used as per McGill guidelines  

https://muhc.ca/cae/muhc-research-ethics-board-reb-standard-operating-procedures-sops
https://www.mcgill.ca/it/work-remotely
https://www.mcgill.ca/it/work-remotely
https://www.mcgill.ca/it/working-remotely-checklist-considerations
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 Emails: 
o Use an institutional email address exclusively; never a third-party email addresses, 

such as Yahoo!, Gmail, Internet provider (e.g., Bell, Videotron) 
 

 Limit access: 
o Only research staff normally authorised to have access to research data can have 

remote access to data during the state of emergency.  
 
 
V. Contact Information 
 
For any technical issues encountered with working remotely using McGill University’s remote work 
resources, please refer to the help desk web page, and the contact information below:  
 
E-mail: itsupport@mcgill.ca 
Telephone number: 514-398-3398 
 
 

https://www.mcgill.ca/it/get-help

