
 

 

 
 
 

McGill Annual Strategic Space Law Course - 2020 (Cyber Edition) 
All times are Eastern Standard Time (UTC-5) 

 
Day 1  
23 November 2020 
 
10:00-10:10 Welcome, objective and scope of the Strategic Space Law Course  

 
10:10-11:00 1 - Introduction to Space  
  Stuart Eves 
 
This lecture will define “space” (not as straightforward a task as it may appear), and 
introduce the technologies and subsystems used on satellites. A high-level summary of 
satellite applications will be accompanied by a modicum of rocket science and just a little 
orbital dynamic. 
 
Suggested further reading:  

• James Richard Wertz et al, Space Mission Engineering: The New SMAD 
(Mircocosm, 2011) 

 
11:00-11:15  Break 
 
11:15-12:15  2 - Technical and Operational Aspects of Military Use of Space  
  Gilles Doucet 
 
This lecture introduces military use of outer space. It covers the basic technologies and 
applications used for national security purposes by numerous countries. A brief 
overview of the enabling technologies, system performance and national capabilities is 
provided for the key applications: imagery reconnaissance and surveillance, signals 
intelligence, missile early warning, navigation and communications. 



 

 
12:15-14:15  Lunch Break 
 
14:00-15:00  3 - Evolving National Security Space Policies  
  Brian Weeden 
 
This lecture provides an overview of how countries develop policies on the national 
security aspects of space. It will discuss key issues, such as the 
militarisation/weaponisation debate and dual use technology controls, as well as 
provide concrete examples from different national space policies. It will also discuss how 
these national policies manifest in multilateral discussions of space security issues.  
 
Suggested reading: 

• National Security Decision Memorandum 333 (7 July 1976) (in folder) 
• Defense Space Strategy –Summary (June 2020) (in folder) 

 
 
15:00-15:15  Break 
 
15:15-16:15  4 - International Regulation of Space Activities  
  Steven Freeland 

 
This lecture will outline the interaction between general public international law and the 
specific regulatory frameworks that apply to space activities, both at the international 
and national levels. It will begin by describing the fundamentals of general public 
international law and its incorporation into some specific aspects of the international 
space treaty framework that has been agreed through the United Nations. It will 
specifically focus on concepts of responsibility and liability, and describe the sui generis 
regime that has been established under the space law treaties to complement the broader 
principles of international law. The lecture will also explain the interrelationship between 
the international framework and the development of national laws specifically designed 
to govern space activities by nongovernmental entities. 
 
 
 
 
 
 
 
 
 
 
 
 



 

Day 2  
24 November 2020 
 
10:00-11:00 5 - National Regulation of Space Activities: Canada and the US 
  Ram Jakhu 
 
This lecture will briefly cover issues related to the constitutional basis of Canada’s 
regulation of space activities. Among other topics covered, the lecture will address the 
conduct of space research and development, launch activities in Canada, licensing for 
radio frequencies and orbital frequencies, and remote sensing by satellites.  Additionally, 
participants will be provided an overview of and gain a basic understanding of US law, 
regulation, and licensing governing the operation of space systems. 
 
11:00-11:15 Break 
 
11:15-12:15  6 - Radio Frequency Spectrum and the  

International Telecommunication Union  
  Elina Morozova 
  
Outer space is free for exploration and use in accordance with international law. 
‘Freedoms of space’ are enjoyed by a growing number of space actors that launch objects 
into space and provide various types of space applications. To carry out their function, 
space objects need to be placed in a certain orbit and use radio frequency spectrum, both 
limited natural resources. The responsibilities related to the management of such 
resources are assigned to the International Telecommunication Union (ITU) 
headquartered in Geneva, Switzerland, which is the United Nations specialized agency 
for information and communication technologies. The ITU’s core regulatory documents 
are its Constitution, Convention, and the Radio Regulations, which collectively make up 
another group of international law rules relevant to space activities. This lecture will 
explain how, in practice, the ITU ensures the rational, equitable, efficient, and economical 
use of the radio frequency spectrum and associated orbits in an interference free 
environment. It will also address a few topical issues that require further improvements. 
 
Suggested reading: 

• ITU Radio Regulations (2020) 
o Excerpts from Article 11 (in folder) 
o Resolution 22: Measures to limit unauthorized uplink transmissions from 

earth stations (in folder) 
o Resolution 35: A milestone-based approach for the implementation of 

frequency assignments to space stations in a non-geostationary-satellite 
system in specific frequency bands and services (in folder) 

https://www.itu.int/en/myitu/Publications/2020/09/02/14/23/Radio-Regulations-2020?sc_camp=DD249A18F65340498C7674FA167CAC94


 

o Resolution 40: Use of one space station to bring frequency assignments to 
geostationary satellite networks at different orbital locations into use within 
a short period of time (in folder) 

 
12:15-14:00  Lunch Break 
 
14:00-15:00  7 – Intersection of Cybersecurity Law and Outer Space Law 
  Deborah Housen-Couriel 
 
Both cybersecurity law and outer space law are rapidly developing, as technology, 
commerce and geopolitical changes impact nation-state and non-nation-state actors in 
each of these two areas. Building on the previous presentations, this part of the course 
focuses on the intersection between them, and the critical dependency of outer space 
operations on cyber activities. Such cyber activities include utilisation of the 
electromagnetic spectrum - part of the infrastructure of cyberspace - to launch, control 
and manage satellites, to facilitate earth-to-space and space-to-space communications, 
and to enable terrestrial monitoring and surveillance. As these two legal regimes develop, 
a strategic perspective on their applicability to stakeholders and their interaction around 
core legal issues such as the peaceful use of outer space, national sovereignty and 
jurisdiction, and the use of force is becoming increasingly relevant. 
 
Suggested reading: 
 

• David P. Filder, „The White House Adopts Cybersecurity Policy for Activities in 
Outer Space”, Council on Foreign Relations (23 September 2020) (in folder) 

 
 
15:00-15:15  Break 
 
15:15-16:15 8 – Cybersecurity Policy and Standards for Space Operations  
  Roy Balleste 
 
This lecture will consider the security of critical infrastructure systems for the space 
industry. While satellite systems are prone to cyber interference, a first-step solution is 
necessary to protect the use and utility of space-based systems. The lecture concentrates 
on selected aspects of securing satellite control systems guided by standards and best 
practices. Other similarly situated infrastructure industries offer an excellent opportunity 
to learn and anticipate future threats. Since the cyberthreat landscape continues to evolve 
with high unpredictability, security risk management is critical to maintaining space 
operations.  In this arena of evolving legal norms, traditional network systems can benefit 
from the confidentiality, integrity, and availability (CIA) triad model of the science in 
cybersecurity. A more significant risk means that every director should have a clear 
understanding of a cybersecurity risk management framework and what it means for the 



 

use of space-based systems. The lecture will offer a cybersecurity strategy designed to 
deploy effective controls to preserve the confidentiality, integrity, and availability of data 
by applying a risk management process that culminates with a system security plan. 
 
Suggested Reading: 
 

• Federal Information Processing Standards Publication, Standards for Security 
Categorization of Federal Information and Infromation Systems, FIBS PUB 199, 
(February 2004) (in folder) 

 
 
Day 3  
25 November 2020 
 
10:00-11:00 9 – Use of Force, Armed Attack, and Self-Defence 
  Brian Green  
 
This lesson will discuss the legal grounds for going to war, tracing the evolution of just 
war theory into the modern era under the United Nations Charter, other treaties, and 
customary international law. The lesson will address the international and domestic legal 
justifications that states have offered for entering into hostilities in historic and recent 
conflicts, particularly with respect to the use of force in individual and collective self-
defence. Finally, it will analyse how these principles might apply to initiation of armed 
conflict in outer space. 
 
11:00-11:15  Break 
 
11:15-12:15  10 – Law of War and Hostilities in Space  
  Brian Green 
 
Building on the previous lesson, this lesson will focus on the law of war that applies once 
hostilities have commenced. It will explain the core principles of the law of war and apply 
them to military activities in the space domain during a conflict, taking into account 
provisions of international space law that also affect the conduct of military space 
operations.  
 
 
12:15-14:00  Lunch Break 
 
 
 
 
 
 



 

14:00-15:00  11 - International Space Law-making and UNCOPUOS  
  Ran Jakhu 
 
The United Nations Committee on the Peaceful Uses of Outer Space (UNCOPUOS) is a 
formal body of the UN, based in Vienna. The overall mandate of the Committee and its 
two Subcommittees aims at strengthening the international legal regime governing outer 
space, resulting in improved conditions for expanding international cooperation in the 
peaceful uses of outer space. 
 
 
15:00-15:15  Break 
 
15:15-16:15 12 – Commercial/Military Space Services and Transactions  
  Donna Lawler 
 
The militaries of some nations are increasingly looking to the private sector for dual use 
space capabilities.  This presents greater range and flexibility for Defence forces, but with 
it come unique contractual challenges to both sides.  This lecture will discuss some of the 
risk management conundrums that are encountered in dual use missions for the build, 
launch and operation of spacecraft and will touch on potential solutions from the 
perspective of each party.  

 
Day 4  
26 November 2020 
 
10:00-11:00 13 - Space Situational Awareness & Space Traffic Control  
  Stuart Eves 
 
A variety of technologies are used to detect, track and characterise objects in orbit around 
the Earth, and to monitor the natural elements of the space environment. This lecture will 
describe these surveillance technologies and demonstrate how they can enhance to 
increase the safety and security of operations in space. 
 
Suggested further reading:  
 

• Stuart Eves, Space Traffic Control (American Institute of Aeronautics and 
Astronautics, 2017) 

 
 
11:00-11:15  Break 
 
 
 



 

11:15-12:15  14 - Counterspace Technologies & Capabilities  
  Gilles Doucet 
 
This lecture serves as an introduction to the technologies and techniques than can be used 
to interfere with the use and utility of space-based systems. The scope covers the broad 
spectrum of capabilities, ranging from benign passive methods to reduce the 
effectiveness of military reconnaissance all the way to kinetic destruction of satellite in 
space. 
 
12:15-14:00  Lunch Break 
 
14:00-14:45 15 - Space Arms Control and Norms of Behaviour in Space  
  Gilles Doucet & Jessica West 
 
Space arms control efforts began in the 1960s with the Partial Test Ban Treaty and has 
continued with sporadic efforts and uneven results over the decades. Recent efforts at 
space arms control, highlighted by the Russian-Chinese PPWT proposal and the Group 
of Governmental Experts on further effective measures for the prevention of an arms race 
in outer space, have not been fruitful. This lecture follows the evolution of space arms 
control efforts, through successes and failures and explores key challenges at present in 
achieving arms control measures. Additionally, the lecture will provide an update on the 
emerging debate regarding norms of behaviour for both civil and military space activities 
in terms of safety, sustainability and security. 
 
Suggested further reading:  
 

• Jessica West & Gilles Doucet, Space Norms Survey Report (in folder) 
 
14:45-15:00  Break 
 
15:00-15:45 16 – Strategic Challenges in International Space Law 
  Steven Freeland 
 
This lecture will draw upon several of the topics and issues discussed during the entire 
course to reflect upon the major challenges for International Space Law and the ongoing 
regulation of space activities in the context of rapidly developing technology, geopolitical 
tensions, the broader array of potential uses of space, and significant strategic concerns. 
It will also offer some overarching principles that will be important in the development 
of future regulatory frameworks that seek to drive responsible and sustainable behaviour 
in space. 

 
15:45-16:15 Discussion & Wrap-Up (30 min) 



 

 

 

 

 

 

 

 

 

 

 

 

Thank you for taking part in the Strategic Space Law Course 2020! 


