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The European Data Protection Supervisor (EDPS) is an independent EU authority, responsible
under Article 52(2) of Regulation 2018/1725 ‘With respect to the processing of personal data...
for ensuring that the fundamental rights and freedoms of natural persons, and in particular
their right to data protection, are respected by Union institutions and bodies’, and under
Article 52(3) “...for advising Union institutions and bodies and data subjects on all matters
concerning the processing of personal data’. Under article 58(3)(c) of Regulation 2018/1725,
the EDPS shall have the power ‘to issue on his or her own initiative or on request, opinions t0
Union institutions and bodies and to the public on any issue related to the protection of
personal data’.

Wojciech Wiewioréwski was appointed Supervisor on 5 December 2019 for a term of five
years.
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Executive Summary

Scientific research depends on the exchange of ideas, knowledge and information. Where it
involves the processing of data concerning people in the EU, scientific research is subject to
the applicable rules including the General Data Protection Regulation and Regulation
1725/2018 for EU institutions. The rules contain a special regime affording a degree of
flexibility for genuine research projects that operate within an ethical framework and aim to
grow society’s collective knowledge and wellbeing. How this special regime should operate in
practice is under discussion. Some argue that the GDPR offers too much flexibility, others that
the rules threaten vital research activity.

Digitisation has made the generation and dissemination of personal data easier and cheaper
than ever and transformed how research is carried out. The boundary between private sector
research and traditional academic research is blurrier than ever, and it is ever harder to
distinguish research with generalisable benefits for society from that which primarily serves
private interests. Corporate secrecy, particularly in the tech sector, which controls the most
valuable data for understanding the impact of digitisation and specific phenomena like the
dissimilation of misinformation, is a major barrier to social science research.

In the particular field of health science, medical research and clinical trials generally take place
within an established framework of professional ethical standards. The interaction between this
framework and the GDPR is being discussed within the European Data Protection Board.

The special regime applies the usual principles such as lawfulness, purpose limitation and data
subject rights, but permits some derogations from controller obligations. This includes the
presumption of compatibility of processing for scientific research purposes of data collected in
commercial and other contexts, provided appropriate safeguards are in place. This flexibility is
afforded on the assumption that research occurring within a framework of ethical oversight
serves, in principle, the public interest. The accountability principle therefore key, as it requires
controllers to assess honestly and manage responsibly the risks inherent in their research
projects. Such risks can be very high where, for example, processing sensitive data on health
or political or religious views. Consent as a legal basis for processing must be freely-given,
specific, informed and unambiguous. This differs conceptually and operationally from
‘informed consent’ of human participants in research. Such ‘informed consent’ may still serve
as a safeguard in cases where consent is not appropriate as a data processing legal basis.

Scientific research serves a valuable function in a democratic society to hold powerful players
to account, and this has grown in importance with the concentration of control over information
flows in the hands of a few private global companies. Data protection obligations should not
be misappropriated as a means for powerful players to escape transparency and accountability.
Researchers operating within ethical governance frameworks should therefore be able to access
necessary APl and other data, with a valid legal basis and subject to the principle of
proportionality and appropriate safeguards.

We recommend intensifying dialogue between data protection authorities and ethical review
boards for a common understanding of which activities qualify as genuine research, EU codes
of conduct for scientific research, closer alignment between EU research framework
programmes and data protection standards, and the beginning of a debate on the circumstances
in which access by researchers to data held by private companies can be based on public
interest.
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THE EUROPEAN DATA PROTECTION SUPERVISOR,

Having regard to the Treaty on the Functioning of the European Union, and in particular Article
16 thereof,

Having regard to the Charter of Fundamental Rights of the European Union, and in particular
Articles 7 and 8 thereof,

Having regard to Regulation (EU) 2016/679 of the European Parliament and of the Council of
27 April 2016 on the protection of natural persons with regard to the processing of personal
data and on the free movement of such data, and repealing Directive 95/46/EC (General Data
Protection Regulation)?,

Having regard to Regulation (EU) 2018/1725 of the European Parliament and of the Council
of 23 October 2018 on the protection of natural persons with regard to the processing of
personal data by the Union institutions, bodies, offices and agencies and on the free movement
of such data, and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC?, in
particular Articles 42(1), 57(1)(g) and 58(3)(c) thereof,

Having regard to Directive (EU) 2016/680 of the European Parliament and of the Council of
27 April 2016 on the protection of natural persons with regard to the processing of personal
data by competent authorities for the purposes of the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, and on the free
movement of such data, and repealing Council Framework Decision 2008/977/JHA3,

HAS ADOPTED THE FOLLOWING OPINION:

1. Introduction

The advancement of generalisable knowledge is a priority for the EU*. Data protection rules,
as a set of norms with general application, cannot be isolated from the governance structures
of specific domains and disciplines. The General Data Protection Regulation (GDPR) assigns
to scientific research a special regime, but there have been few guidelines or comprehensive
studies on the application of data protection rules to research®. The previous 1995 Data
Protection Directive (Directive 95/46/EC) had permitted Member States to adopt legislation
specifying further the regime for data processing for research purposes, and the GDPR also
allows derogations to be introduced by EU or Member State law, with the result of a patchwork
of safeguards. Perceptions of the impact of the GDPR vary: some claim it is a barrier to
research, others that it has little impact, still others that it represents a loophole for emptying
data subjects’ rights®. Regulation 2018/1725 governing data protection in EU institutions and
bodies largely replicates the GDPR’s provisions in this area, and the analysis and
recommendations in this Preliminary Opinion may be generally regarded as relevant for both
data processing under both regulations’.

In the field particularly of medical research, personal data are processed ‘on an unprecedented
scale’®. The distinction between, on the one hand, genuine research for the common good and,
on the other, research which serves primarily private or commercial ends, has become ever
more blurred. There is a thriving market for direct-to-consumers genetic testing services
offering to predict medical risk factors and to reveal ancestry or genealogy; this itself is not
research, but a strategy for collecting data based on consent that can be subsequently further
used for research or other purposes including law enforcement. At the same time, there is the
suspicion of data protection being enlisted to escape accountability where, on the pretext of
safeguarding the rights of others, inferred personal data is conflated with intellectual property,
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offering a shield for corporate secrecy. There is also some (understandable) confusion
regarding consent, which is a principle of both data protection and research involving human
participants. There is a complex interplay between the obligations of the controller (responsible
for personal data processing), of the person or entity responsible for the research (the ‘sponsor’
in the context of clinical trials) and the person carrying out the actual investigations, who
depending on the circumstances could be a separate controller, joint controller and/or
processor®.

The EDPS considers that respect for personal data is wholly compatible with responsible
research. Data protection is intended to serve as a safety net for individuals whose data are
needed to support science: personal data enable better understanding of diseases, the
development of new therapies and generally improvement of quality of life'®. The concept of
research, however, is very broad. This Preliminary Opinion builds on the work of the EDPB
and its predecessor the Article 29 Working Party to promote a more informed discussion
between the research and data protection communities.

The document is structured as follows: first, we sketch out the landscape of scientific research
in today’s digital age and the issues which arise (section 2). Second, we aim to narrow down
what we understand by scientific research in the GDPR (section 3). Third, we outline the wider
governance framework for research in the EU within which data protection is situated,
particular as regards clinical trials (sections 4 and 5). Fourth, we present a preliminary analysis
of some key principles of the special regime for data processing for the purposes of scientific
research as set down in the GDPR (section 6). This includes in particular the notion of consent,
the presumption of compatibility and derogations to data subject rights. Finally, we point to a
number of areas for further consideration (section 7).

Although this Preliminary Opinion is restricted to data protection and scientific research, it
should be noted that there are no agreed or precise boundaries between scientific research, other
forms of research in the humanities and the arts, and marketing research. The GDPR itself
applies a special data protection regime for archiving purposes in the public interest, historical
research and statistics, as well as for scientific research. We wish to stress that this analysis is
preliminary, not comprehensive, and we encourage constructive criticism on the content and
on aspects which may be missing. Most of the follow-up to this document is likely to come
from the European Data Protection Board (EDPB), particularly on the key issues and principles
such as consent, retention and secondary use.

2. Research today
2.1 Digitisation

Digitisation has transformed research. The cost of data processing and storage continues to
decrease, processing power increases and sensors and connected devices proliferate.
Researchers, particularly in medical research, often work in large collaborative networks and
need to exchange large volumes of data at great speed across borders'l. In the online
environment researchers may have limited direct contact with participants, and large-scale
genomic databases are developed for use by multiple researchers over long periods.

The extraordinary reach of a small number of very powerful global technology companies has
involved subsidising and sponsoring academic research on an unprecedented scale. They are
able to attract talent to work in their industry, typically on condition of signing non-disclosure
agreements, which in the past might have remained within academial?. These private
companies control gigantic databases of personal information gathered through systematic and
multifarious monitoring of people’s activity while connected to the internet. Most data in the
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world may well now be held by these companies, whereas in the past they would have been
created by academics or governments'®. These data can provide a basis for independent
research: for example, a 2017 study which analysed social media data to test hypotheses about
markers of depression was based on consent with approval from an ethics committee and a
declaration of source of funding.

2.2 Academia and the commercial sector

Research is clearly no longer the preserve of academia, if indeed it ever was?®. The interface,
including the exchange of data, between research organisations and the wider research
ecosystem is highly complex. Scientific publishers, designers and developers, entrepreneurs,
commercial, governmental and non-profit funding sources in the commercial, governmental
and non-profit sectors all have a stake. Also playing a role are big data analytics firms and
cloud service providers, and platforms and apps whose business models involve the
accumulation and monetisation of as much data as possible. Then there are direct-to-customer
genetic testing companies, the apps and websites which offer services for interpreting the raw
genetic data generated by these tests, and the pharmaceutical and med-tech companies who pay
enormous amounts for access to the data. This has been described by one medical journal as a
‘wild west environment’ of data sharing, lacking the rigorous regulation of the health care
context®®,

The intertwining of academia and the commercial sector can be seen in several ways. Firstly,
funding: large companies and particularly technology companies subsidise and sponsor vast
amounts of academic research, with funding often contingent on the signature of non-disclosure
agreements, casting doubt on the integrity, impartiality and credibility of the research?’.
Without transparency and standards, such research is susceptible to being viewed as covert
form of corporate lobbying®®.

Secondly, these companies compete fiercely to attract talent often directly from universities.
Amazon was reported to have hired 150 PhD economists over five years to work on user
growth, profitability and platform design®®. These employees have a limitless store of privately-
held data and the insights are covered by commercial secrecy.

Thirdly, traditional research institutions and public bodies often cooperate or enter partnership
agreements with technology companies. The UK National Health Service was found to have
given Google and its Al Company DeepMind access to a trove of sensitive information on
1.6 million patients including HIV status, mental health history and abortions without the
patients being properly informed?. Despite the public reassurances that the patients’ data were
never ‘linked to Google products or services or used for any commercial purposes in any way’,
there are concerns that such companies lack incentives to treat sensitive health-related data
responsibly??.

Fourth, as revealed by the UK Information Commissioner’s Office investigation into
Cambridge Analytica, academic studies and the commercial enterprises set up by academics
can become inextricably entangled, sharing the use of university equipment for example?.
Cambridge Analytica’s targeting techniques originated in the work of academics of the
Psychometrics Centre at Cambridge University?. There was evidence of a ‘close working
relationship between Facebook and individual members of the research community’, while the
Psychometric Centre used Facebook data for psychometric testing through the development of
an online quiz and developing personality profiles®*.

Fifth, there is the increasingly lucrative market elsewhere for genetic testing services, including
in Europe in spite of the varying regulatory regimes across the Member States including
effective bans at least two cases?®. Providers of these services seem to operate on the
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presumption of ‘data ownership’ and ‘broad consent’ (see Section 5 below) to sell to
researchers access to their data, thus becoming in effect indispensable intermediaries between
researchers and their research subjects?®. One US-based start-up, for example, offers whole
genome sequencing for ‘free’ if they agree to allow their genetic data to be shared with medical
researchers or pharmaceutical companies, and ‘rewards’ customers with more detailed analysis
if they answer intimate questions and if third parties wish to access those data®’. The
international Personal Genome Project, launched in 1990, claims to rely on ‘open access
consent’, where participants agree to share their genetic and genomic data in a fully open access
database online?® for scientific research purposes and in effect for any other use that might be
made of the publicly available database. These techniques for attracting individuals to provide
sensitive personal information are susceptible to ethical concerns with how the information
will be used, as well with the context in which participants are asked to consent?®,

2.3 Behavioural experiments

Large tech companies typically have a dedicated ‘research arm’. Mental health experts and
psychologists have been employed to roll out ‘persuasive design’ to induce addiction to their
devices and software. In 2018, 50 psychologists wrote protested protest against ‘the unethical
practice of psychologists using hidden manipulation techniques to hook children on social
media and video games ‘hidden manipulation techniques’.

The Facebook Research home page openly states that their ‘Human Computer Interaction
(HCI) and User Experience (UX) researchers seek to deeply understand and improve the
experiences of the over 2 billion people around the world who use Facebook every month.’
The company has offered e-rewards to children if they allowed its ‘Research Program’ to run
in the background of all applications on their devices to monitor usage habits, even offering a
VPN application in an apparent attempt to deceive them into believing they had secure
communications channel®.,

In 2014 (as mentioned above), Facebook conducted an experiment on ‘emotional contagion’
via social media networks. The company’s core data science team published their research
stating that ‘emotions expressed by others on Facebook influence our own emotions,
constituting experimental evidence for massive-scale contagion via social networks’*?. The
study was claimed to be ‘internal development research’ and consistent with Facebook’s Data
Use Policy, ‘to which all users agree prior to creating an account on Facebook, constituting
informed consent for this research’. There are many similar examples.

e OKCupid, the online dating app, in 2014 announced that it ‘took pairs of bad matches
(actual 30% match) and told [users] they were exceptionally good for each other
(displaying a 90% match)*3, In 2016, an OkCupid study publicly released a dataset of
nearly 70 000 users, including usernames, age, gender, location, what kind of
relationship (or sex) they were interested in, personality traits, and answers to thousands
of profiling questions used by the site.

e Amazon admitted to be ‘constantly experimenting’ in response to criticism following
reports of their monetising of baby registries with deceptive advertisements®®.

e An Al education company inserted ‘social-psychological interventions’ into one of its
commercial learning software programmes affecting 9000 students without seeking
their consent.

e A university created a lab which is teaching the art of persuasion in technology with
the explicit aim of creating ‘insight into how computing products can be designed to
change what people believe and what they do’%.
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Such human behavioural experimentation is, according to the Al Now Institute, ‘rampant’’.

Our analysis in this Preliminary Opinion will attempt to explain why, in our view, these
practices would not qualify as scientific research under the GDPR.

2.4 Corporate secrecy as a barrier to research

Democratic societies rely on independent researchers in the social sciences being able to
investigate and explain the role of these companies in determining how information is
processed and flows around Europe and the world®®. Research includes the examination of the
important phenomenon of digitisation itself. The ability of independent researchers to
investigate the role of big technology companies is part of a wider necessary accountability
framework alongside the independent regulatory oversight. However, the widely reported
corporate secrecy which characterises the biggest technology companies is a barrier to scrutiny
by such researchers, similar to reported refusals to submit to independent audits by government
agencies®®. Following the Cambridge Analytica scandal - which stemmed from activities
outside the normal ethical framework - academics seem to have more difficulty interrogate
information flows. For instance, Facebook in 2018 restricted access to Application
programming interface data (‘API’ - that is, data on how they process requests for Facebook
data from remote applications) and sensitive targeting data. This prevented researchers from
performing network analysis or finding the connections between accounts in order to
understand the dissemination of conspiracy theories, hate speech and disinformation.

Resistance to greater transparency and accountability is justified on questionable grounds of
data protection. There are concerns that the references to fundamental rights in Code of
Conduct on Disinformation could be a cover for similar attempts to avoid scrutiny“.
Independent researchers called on the major platforms to allow access in analysable format to
advertising archive API in order to monitor election influence and the spread of disinformation
and to hold powerful players to account*’. In December 2019, the European Advisory
Committee of Social Science One, an initiative designed to provide academics with access to
digital platforms data, reported that Facebook had not provided any adequate access with the
result that researchers are ‘left in the dark’ and unable to ‘make full informed contributions to
discussions’ over ‘the role and responsibilities of platforms*2.’

All data processing, including the sharing of data with third parties, involves a degree of risk
that needs to be carefully assessed and managed. Some risks may be so high that the processing
should not take place at all. By contrast, privacy policies for web-based services, including for
the major platforms, are notoriously vague: companies appear to give themselves maximum
latitude in determining how, and for what purpose, they can use the personal data collected,
and with whom they can share it*3, The same policies often also state the possibility to share
information for research purposes. There remain few examples, however, of private companies
making the data they hold available. It would appear therefore that the reluctance to give access
to genuine researchers is motivated no so much by data protection concerns as by the absence
of business incentive to invest effort in disclosing or being transparent about the volume and
nature of data they control**.

3. The notion of scientific research
3.1 Research

There is no universally agreed definition of research or scientific research. Reputable
definitions of research tend to emphasis systematic activity, including the gathering and
analysis of data, which increases the stock of understanding and knowledge and their
application*. The European Commission has defined the objectives of the EU’s research and
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innovation policies to be ‘opening up the innovation process to people with experience in fields
other than academia and science’, ‘spreading knowledge as soon as it is available using digital
and collaborative technology’ and ‘promoting international cooperation in the research

community*®,

3.2 Scientific research

Scientific research applies the ‘scientific method’ of observing phenomena, formulating and
testing a hypothesis for those phenomena, and concluding as to the validity of the hypothesis®*’.
Within individual disciplines, researchers may profess to serve a general aim, such as the
personalisation of individual treatment through closer understanding of the individual and
his/her susceptibility to a given condition*®. The conduct of research must allow testing of
hypotheses, with both the conclusion and the reasoning transparent and open to criticism.
Openness and transparency help distinguish between science and pseudo-science.

The EU’s 2019 Copyright Directive (Directive (EU) 2019/790) considers scientific research to
cover ‘both the natural sciences and the human sciences’, and distinguishes between not-for-
profit and public interest bodies and organisations operating under commercial influences:*

Due to the diversity of such entities, it is important to have a common understanding of
research organisations. They should for example cover, in addition to universities or
other higher education institutions and their libraries, also entities such as research
institutes and hospitals that carry out research. Despite different legal forms and
structures, research organisations in the Member States generally have in common that
they act either on a not-for-profit basis or in the context of a public-interest mission
recognised by the State. Such a public-interest mission could, for example, be reflected
through public funding or through provisions in national laws or public contracts.
Conversely, organisations upon which commercial undertakings have a decisive
influence allowing such undertakings to exercise control because of structural
situations, such as through their quality of shareholder or member, which could result
in preferential access to the results of the research, should not be considered research
organisations for the purposes of this Directive.

3.3  Distinguishing research from academic expression

The European Court of Human Rights has referred to ‘academics’ freedom to express freely
their opinion about the institution or system in which they work and freedom to distribute
knowledge and truth without restriction’®®. The Court cited Recommendation 1762 (2006) of
the Parliamentary Assembly of the Council of Europe concerning the protection of academic
freedom of expression. According to this Recommendation:

Academic freedom in research and in training should guarantee freedom of expression
and of action, freedom to disseminate information and freedom to conduct research
and distribute knowledge and truth without restriction.

The GDPR sets down a regime set out for data processing for ‘journalistic purposes and the
purposes of academic, artistic or literary expression’ (Article 85)°L. The scope of exemptions
from GDPR provisions is here broader than the special regime for scientific research®?. We
would argue that the processing of personal data for the purposes of ‘academic expression’
implies: (1) processing directly linked to the freedom of academics to disseminate information,
(2) their freedom to distribute knowledge and truth without restriction, such as with
publications, dissemination of research results, and (3) the sharing of data and methodologies
with peers and exchanges of views and opinions.
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There has been some debate as to the distinction between biomedical research, academic
research in the humanities and social sciences, and the Article 85 provisions. The distinction
may not be always easy to apply in practice. Some overlaps may occur where scientific research
conducted by universities and academic institutions could fall, to some limited extent, within
the scope of both regimes. That said, the broader exemptions for academic expression cannot
be interpreted as a means of justifying the circumvention of the safeguards that Article 89
requires for scientific research. As with all other derogations under the GDPR, further tailored
derogations to these scientific research activities should only happen where strictly necessary.

3.4  Copyrighted text and data

As mentioned above, the new EU Copyright Directive provides for an exception to the
copyright rules allowing researchers linked to a university or another research organisation to
analyse text and data on a large scale, as long as the access is lawful and the research is carried
out with a public interest goal®. This type of analysis is referred to as text and data mining:
any automated analytical technique aiming to analyse text and data in digital form in order to
generate information such as patterns, trends and correlations. It is therefore relevant for big
datasets and for the training of artificial intelligence systems®*.

The exemption may in principle encompass research organisations in a public-private
partnership, but excludes individual researchers and organisations controlled by a private
undertaking. It therefore affirms the principle that genuine research using massive data sets
accumulated in the digital economy must be carried out with a public interest aim and within
institutional structures for accountability®®.

3.5  Scope of the special data protection regime for scientific research

The special regime in the GDPR for scientific research is composed of specific derogations
from certain controller obligations plus a specific provision (Article 89) requiring appropriate
safeguards. It thus reflects a clear intention to adapt data protection rules to the specific
circumstances and public interests served by research activities. The fundamental rights at stake
along with the right to privacy and the right to the protection of personal data, including the
right to the integrity of the person and the freedom of the arts and sciences, should not be
viewed as in conflict. Rather, the objective should be to seek a ‘fair balance’ between individual
rights and other interests.

Under the GDPR, the role of research is understood to provide knowledge that can in turn
‘improve the quality of life for a number of people and improve the efficiency of social
services’®®. The GDPR assumes a broad conception of research, including technological
development, fundamental and applied research and privately funded research and ‘studies
conducted in the public interest in the area of public health’®’. It also recommends that data
processing ‘take into account the EU’s objective under Article 179(1) TFEU of achieving a
European Research Area’>®. Therefore, not only academic researchers but also not-for-profit
organisations, governmental institutions or profit-seeking commercial companies can carry out
scientific research.

It is a common assumption that scientific research is beneficial to the whole of society and that
scientific knowledge is a public good to be encouraged and supported. This translates into a
form of ‘social contract’, rooted as such in trust. In this context, where trust plays such a crucial
role, performing an activity deemed to be research cannot be a carte blanche to take
irresponsible risks. From a data protection viewpoint, the principles of necessity and
proportionality are essential. For a controller to simply claim to process data for the purposes
of scientific research is not sufficient®®. The Article 29 Working Party, in its guidelines on
consent, understood scientific research as a ‘research project set up in accordance with relevant
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sector-related methodological and ethical standards’®®. Under this approach, only scientific
research performed within an established ethical framework would therefore qualify as
activities falling within the special data protection regime®’.

For the purposes of this Preliminary Opinion, therefore, the special data protection regime for
scientific research is understood to apply where each of the three criteria are met:

1) personal data are processed,

2) relevant sectoral standards of methodology and ethics apply, including the notion of
informed consent, accountability and oversight;

3) the research is carried out with the aim of growing society’s collective knowledge and
wellbeing, as opposed to serving primarily one or several private interests®?.

4. Governance and policy of research in the EU
4.1  Principles of the EU’s research policy and facilitation of data sharing

Article 13 of the Charter of Fundamental Rights requires that ‘The arts and scientific research
shall be free of constraint. Academic freedom shall be respected.” Article 179(1) TFEU states:

The Union shall have the objective of strengthening its scientific and technological
bases by achieving a European research area in which researchers, scientific
knowledge and technology circulate freely, and encouraging it to become more
competitive, including in its industry, while promoting all the research activities
deemed necessary by virtue of other Chapters of the Treaties.

The EU therefore encourages sharing and re-use of research data. Public funding is directed at
research projects on condition that the results are disseminated and shared with the public®3.

Open AIRE

In 2009, the Open Access Infrastructure for Research in Europe (OpenAIRE) project was
launched, aiming to build a participatory infrastructure for the Commission’s Pilot for Open
Access to Research Information so as to develop open interfaces to exchange research
information between research data repositories®.

European Open Science Cloud

By 2020, the European Open Science Cloud is planned as part of the European Cloud
initiative®. This will be made possible by developing high performance computing systems
which can store and process the large amount of scientific data from EU projects. It will
function as a free and open virtual environment to store, manage, analyse and reuse research
data across borders and scientific disciplines®®. It is currently in the testing phase in which
several field-specific projects are carried out to explore the possibilities and challenges of such
a large-scale infrastructure®’.

Public Sector Information

The Public Sector Information Directive requires public sector bodies to allow reuse of all
public information®. The latest revision of the Directive, adopted in July 2019, requires
Member States to ‘support the availability of research data’ with measures to make ‘publicly
funded research data openly available’®®. There are limits to this openness, with the revised
Commission Recommendation on access to and preservation of scientific information referring
to the principle that research data should be ‘as open as possible, as closed as necessary’°.
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This scientific information includes not only peer-reviewed publications but also the data on
which the conclusions are based so that other researchers can replicate the method followed or
to build on it"’. It allows the combination of data across multiple studies and builds on rather
than replicates existing research, meaning that data may be used for reasons very different from
those of the original collection.

4.2 Ethical standards

History

Ethical standards for research have evolved governing primarily medical experiments on
humans. They have been adapted generally to any research using human subjects. The
Nuremberg Code was probably the first example of an ethical code in modern times, formulated
in reaction to the medical experimentations conducted in Nazi concentration camps’2. Later, in
1964, the World Medical Association’s Declaration of Helsinki on Ethical Principles for
Medical Research Involving Human Subjects (last amended in 2013) included within its scope
‘research on identifiable human material and data’, and prescribed that ‘Every precaution must
be taken to protect the privacy of research subjects and the confidentiality of their personal
information.” It further stipulated, ‘For medical research using identifiable human material or
data, such as research on material or data contained in biobanks or similar repositories,
physicians must seek informed consent for its collection, storage and/or reuse. There may be
exceptional situations where consent would be impossible or impracticable to obtain for such
research. In such situations the research may be done only after consideration and approval of
a research ethics committee’”,

The United States, following the Declaration of Helsinki, has since 1981 applied ‘the Common
Rule’ as an ethical standard governing biomedical and behavioural research involving human
subjects. The Common Rule governs oversight of federally funded human research and is
incorporated in the 1991 revision to the U.S. Department of Health and Human Services Title
45 CFR 46 (Public Welfare). It includes requirements for researchers' obtaining and
documenting informed consent and Institutional Review Boards with additional safeguards for
certain vulnerable research subjects namely pregnant women, foetuses, prisoners and children.
Many academic journals require Common Rule compliance for all research, including where
privately funded, and there are several state laws on human subject research’.

The Council of Europe in 1997 adopted the Convention on Human Rights and Biomedicine
(“the Oviedo Convention”) which stressed that the human being has primacy over the sole
interest of society or science’®. It states that research on a person can be performed only subject
to conditions such as the lack of an alternative of comparable effectiveness, the approval of the
research project by the competent body after independent examination of its scientific merit,
and ensuring the person undergoing research has been informed of the safeguards and her
rights’.

Consent and oversight

There are normally two basic components to these ethical standards:
1. informed consent; and
2. independent ethical oversight.

These represent the essential safeguards against researchers determining by themselves and in
isolation the permissibility of an experiment.
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The first component requires researchers to obtain the informed consent of all human
participants in any of the research project. This is included in the Declaration of Helsinki’’ and
is intended to enact respect for research participants. Researchers are expected to disclose
information about a study’s purpose, risks, procedures as well as measures in the case of harms
resulting from participation.

The second component requires research involving human participants to be reviewed by
independent ethics committees or Institutional Review Boards who consider whether the
research is ethical, lawful and provides appropriate safeguards. Universities and other
institutions have accordingly set up research committees and codes of practice’®. Historically,
national research ethics committees have examined the rights of the research subjects and wider
societal implications in thorough reviews of individual research project applications’®. They
can also contribute to convergences of the national approaches through collaboration and
exchange of good practices, for example via the European Network of Research Ethics
Committees®.

These standards are even more essential now that vast quantities of data are available. There is
growing awareness that what has become possible through digital technology is not necessarily
sustainable or justifiable: for example, consider controversy over studies claiming analysis of
faces could reveal sexual orientation or a tendency toward criminality, and over the claim by
the researcher in China to have applied CRISPR-Cas9 DNA modification technology on the
foetuses of twin girls born in November 20188

5. Health science
51 Medical research

Human dignity and the right to the integrity of the person are recognised in Articles 1 and 3 of
the Charter of Fundamental Rights of the European Union. Medical research on humans (also
known as biomedical research or experimental medicine, including ‘bench science’ and applied
research), is strictly subject to ethical standards and controls. Under Article 3(2)(a) of the
Charter, the ‘free and informed consent of the person concerned’ must be respected in the field
of biology and medicine.

In the health sector there is, it is argued, an ‘ethical and scientific imperative’ to share personal
data for research purposes®?. The EU like governments elsewhere in the world promote the
public sharing of anonymised clinical trial documents®®, though techniques are not
standardised.

Consent

EU Member States generally require prior informed consent from the participant in a research
project for the processing of health data, but in emergency situations national provisions vary
across the EU®. Researchers, particularly in biobanking, increasingly rely on ‘broad consent’
to the use of data for further scientific research projects that are unknown at the time of
collection, on the grounds that the risks are very low®. For personal genome testing, ‘tiered
consent’, where participants are invited to select from a set of options, has been proposed®®.
‘Dynamic consent’, where participants are asked to consent to different activities over time via
an IT interface, has been trialled in the field of biobanks®’. In critical care situations, such as
where a person is unconscious and his/her relatives are not contactable, consent to
observational research — where data is derived from the patient record or tissue samples while
he/she is receiving care - cannot be obtained from either the patient or his/her proxy®. In such
cases ethical questions regarding, for instance, the appropriateness of deferred consent or
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consent from an independent physician, are the subject of discussion within the medical
research community.

5.2 Clinical trials

EU Clinical Trials Requlation

Clinical trials contribute to wider medical research, and the only EU legal instrument governing
any specific area of scientific research is the Clinical Trials Regulation®, although there are
also other relevant general instruments governing public sector information, access to public
documents, copyrighted text and data and, of course, the GDPR. The Regulation aims to
harmonise the applicable rules by introducing an authorisation procedure based on a single
submission via a single EU portal, an assessment procedure leading to a single decision, rules
on the protection of individuals, and informed consent and transparency requirements. The
Regulation entered into force in June 2014 but before it can be applicable there must be a fully
functional EU clinical trials portal and database to be subject to an independent audit and a
confirmation notice published by the European Commission — currently estimated for 2020.

The Regulation defines clinical trials as a subset of clinical studies, meaning ‘any investigation
in relation to humans ... with the objective of ascertaining the safety and/or efficacy of [...]
medicinal products.” The Regulation expands on established ethical norms by setting down
obligations for those responsible for the clinical trial, referred to as sponsor(s) (Recital 59),
which may be an individual, company, institution or organisation (Article 2(2)(14)).

Informed consent

The Regulation details requirements for consent, which is defined as*:

a subject's free and voluntary expression of his or her willingness to participate in a
particular clinical trial, after having been informed of all aspects of the clinical trial
that are relevant to the subject's decision to participate or, in case of minors and of
incapacitated subjects, an authorisation or agreement from their legally designated
representative to include them in the clinical trial.

Such informed consent must be%:

written, dated and signed by the person performing the interview ... and by the subject
or, where the subject is not able to give informed consent, his or her legally designated
representative after having been duly informed ...

The research participant must receive understandable information during a prior interview and
should be able to ask questions at any time. In addition, the participant must be given adequate
time to consider his or her decision®. All circumstances which might influence the decision to
take part in a clinical trial should be taken into account, including the economic and social
status of the participant or whether the person is in a situation of institutional or hierarchical
dependency®.

Use of clinical trials data by other research institutions

Universities and other research institutions may, in accordance with data protection rules,
collect data from clinical trials for use — outside the protocol of the clinical trial — such as for
the purposes of medical, natural or social sciences research in accordance with applicable data
protection law®* (Article 28(2) of the Regulation). However, in such cases the research
participant must give consent to use his or her data outside the clinical trial and this consent
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can be withdrawn at any time®. A prior review on the appropriateness of such research on
human data, for example on ethical aspects, is required®.

Clinical trials and GDPR

The EDPB in January 2019 issued an opinion on the lawful grounds for data processing in the
context of the Clinical Trials Regulation, which informed the revision by the European
Commission in April 2019 of its Q&A on the interaction of the Regulation and the GDPRY’.
The EDPB intends to issue guidance on the ‘horizontal and complex’ conditions for the
applicability of the ‘presumption of compatibility’ of further processing for archiving purposes
in the public interest, scientific, historical research or statistical purposes, as provided for by
the GDPR Atrticle 5(1)(b).

6. Scientific research and the GDPR: Selected issues

6.1  Principles of data protection

The aim of EU data protection law has traditionally been to facilitate the free flow of data
within the EU under common standards for lawful processing, while safeguarding the
fundamental rights of individuals. The GDPR sets down six principles for collection, use,
sharing and storage of personal information data processing: lawfulness, fairness and
transparency; purpose limitation; data minimisation; accuracy; storage limitation; and integrity
and confidentiality. To these principles is added a seventh — accountability — which means
being able to demonstrate compliance with the foregoing principles.

Lawfulness, fairness, purpose limitation and the rights of access and rectification are essential
elements of the right to the protection of personal data under Article 8(2) of the Charter. Any
limitation of this right, according to Article 52(1) of the Charter®®

must be provided for by law and respect the essence of those rights and freedoms.
Subject to the principle of proportionality, limitations may be made only if they are
necessary and genuinely meet objectives of general interest recognised by the Union or
the need to protect the rights and freedoms of others.

6.2  Special regime for scientific research

Each of the principles under Article 5 of the GDPR apply to all data processing, including
processing for research purposes. Prior to the GDPR, Directive 95/46 recognised research as
an important area of public interest justifying derogations from the general rules®. It left data
protection in the areas of health and medical research largely to Member States to legislate
nationally. Research and patient groups were among the very active contributors to the
negotiations of the GDPR as a single harmonised framework.

Scalability of obligations, other norms and coupling of information

Data protection obligations scale up according to the risk the processing activities pose to the
individual. The data protection framework does not exist in isolation, which is why the GDPR
recognises other rights and interests, including research, which may justify adjustments in, or
derogations from, the general principles. In the case of scientific research, the GDPR presumes
the existence of accepted and long-standing ethical and professional norms governing research
on humans!®. It also recognises the value of coupling information from registries in medical
research and social sciences%!:

By coupling information from registries, researchers can obtain new knowledge of
great value with regard to widespread medical conditions... On the basis of registries,
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research results can be enhanced, as they draw on a larger population. Within social
science, research on the basis of registries enables researchers to obtain essential
knowledge about the long-term correlation of a number of social conditions.

Article 89

Article 89 of the GDPR provides for flexibility in the obligations on controllers and an
emphasis on safeguards and accountability. It is worth quoting in full:

1. Processing for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes, shall be subject to appropriate safeguards,
in accordance with this Regulation, for the rights and freedoms of the data subject.
Those safeguards shall ensure that technical and organisational measures are in place
in particular in order to ensure respect for the principle of data minimisation. Those
measures may include pseudonymisation provided that those purposes can be fulfilled
in that manner. Where those purposes can be fulfilled by further processing which does
not permit or no longer permits the identification of data subjects, those purposes shall
be fulfilled in that manner.

2. Where personal data are processed for scientific or historical research purposes or
statistical purposes, Union or Member State law may provide for derogations from the
rights referred to in Articles 15, 16, 18 and 21 subject to the conditions and safeguards
referred to in paragraph 1 of this Article in so far as such rights are likely to render
impossible or seriously impair the achievement of the specific purposes, and such
derogations are necessary for the fulfilment of those purposes.

3. Where personal data are processed for archiving purposes in the public interest,
Union or Member State law may provide for derogations from the rights referred to in
Articles 15, 16, 18, 19, 20 and 21 subject to the conditions and safeguards referred to
in paragraph 1 of this Article in so far as such rights are likely to render impossible or
seriously impair the achievement of the specific purposes, and such derogations are
necessary for the fulfilment of those purposes.

4. Where processing referred to in paragraphs 2 and 3 serves at the same time another
purpose, the derogations shall apply only to processing for the purposes referred to in
those paragraphs.

Special cateqories of personal data

GDPR Article 9(2)(g) to (j) permits derogations to the prohibition of the processing of special
categories of data on the basis of EU or Member State law, including for the purposes of
scientific research (Article 9(2)(j) —which is a new provision in the GDPR allowing processing:

necessary for archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes in accordance with Article 89(1) based on Union or
Member State law which shall be proportionate to the aim pursued, respect the essence
of the right to data protection and provide for suitable and specific measures to
safeguard the fundamental rights and the interests of the data subject.

Member States are also able under the GDPR to enact ‘further conditions, including limitations,
with regard to the processing of genetic data, biometric data or data concerning health’ (Article
9(4)). This is therefore a new area and requires adoption of EU or Member State law before the
use of special categories of data for research purposes can become fully operational.
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Restricted flexibility of the special regime

All the provisions above outline a special regime for scientific research and demonstrate that
research occupies a privileged position within the GDPR. This flexibility afforded to Member
States through the provisions cited above, absent harmonised EU law except in a few areas
(such as for clinical trials, see Section 5.2 above), means that the full extent of this special
regime is not precisely delineated'%2. Nevertheless, the special regime cannot be applied in such
a way that the essence of the right to data protection is emptied out, and this includes data
subject rights, appropriate organisational and technical measures against accidental or unlawful
destruction, loss or alteration, and the supervision of an independent authority!%. Personal data
which are ‘publicly available’ - such as those collected from social media sites - are still
personal data. Any limitations to fundamental rights in law are to be interpreted restrictively
and cannot be abused%*. It might be considered abusive for instance for a research organisation
to interpret these special provisions in the GDPR as allowing the retention of personal data for
indefinite periods and to deny data subjects rights to information. Further work is taking place
on these questions within the EDPB and at national level.

6.3  Consent as a legal basis for data processing
Definition
The GDPR defines consent as*®:

any freely given, specific, informed and unambiguous indication of the data subject’s
wishes by which he or she, by a statement or by a clear affirmative action, signifies
agreement to the processing of personal data concerning him or her...

In the view of the EDPB, valid consent depends on these cumulative criterial®. In the case of
sensitive data, consent must also be explicit (Article 9(2)(a)). The notion is the ongoing subject
of examination in CJEU in several recent and pending judgments'®’. The definition is thus
distinct from the definition of informed consent in clinical trials.

Freely-given

The requirement of consent to be ‘freely given’ implies genuine choice and control for data
subjects'®. The GDPR rules out consent as a valid legal ground for the processing of personal
data in cases where there is a clear imbalance between the data subject and the controller!®,
Therefore, the use of enticements, inducements or rewards to elicit consent may call into
question the extent to which such consent is ‘freely-given’. Regarding these techniques in the
specific context of clinical trials, the EDPB stated that the validity of consent as a legal basis
could be in doubt where a participant is in a poor condition of health or belongs to a socio-
economically disadvantaged group. This has led the EDPB to distinguish between the
requirement for ‘informed consent” under the Clinical Trials Regulation and the notion of
explicit consent as a ground for processing special categories of data under the GDPR.!1°

Specific, informed and unambiguous

The requirement that consent be ‘specific’ aims to ensure a degree of user control and
transparency for the data subject!!!. The consent of the data subject should be given in relation
to one or more specific purposes and the data subject should have a real choice in relation to
each of them?!!2, According to recent case law of the CJEU, valid consent cannot be in the form
of pre-ticked boxes but must be ‘an active behaviour with a clear view on the part of the data
subject with a view to giving his or her consent!3.”
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It has been noted above that researchers have sought to rely on ‘broad consent’ to the use of
data. Recital 33 of the GDPR indeed acknowledges that

it is often not possible to fully identify the purpose of personal data processing for
scientific research purposes at the time of data collection. Therefore, data subjects
should be allowed to give their consent to certain areas of scientific research when in
keeping with recognised ethical standards for scientific research. Data subjects should
have the opportunity to give their consent only to certain areas of research or parts of
research projects to the extent allowed by the intended purpose.

Specific consent normally required under the GDPR may therefore become less appropriate in
the case of collected and inferred data and especially in the case of special categories of data
on which much scientific research relies'!*. Recital 33 does not however take precedence over
the conditions for consent set out in Articles 4(11), 6(1)(a), 7 and 9(2)(a) of the GDPR, and it
requires the controller to carefully evaluate the rights of the data subject, the sensitivity of the
data, the nature and purpose of the research and the relevant ethical standards. Therefore, when
research purposes cannot be fully specified, a controller would be expected to do more to ensure
the essence of the data subject rights to valid consent are served, including through as much
transparency as possible and other safeguards**®.

Explicit consent and special categories of data

Processing of special categories of data is prohibited unless the data subject has given his or
her explicit consent. Explicit consent is also a potential legal basis, in the context of scientific
research, for automated decision making (Article 22(2)(c)) and for the transfer of personal data
to a third country in the absence of an adequacy decision (Article 49(1)(a). Explicit consent,
described by the EDPB as ‘an express statement of consent’ which can be demonstrated in the
event of doubt, is required thus in situations where there may be particular risk to the rights of
the data subject.

Special categories of data may be processed if the data subject has manifestly made them
public. EU data protection authorities have argued that this provision has to be ‘interpreted to
imply that the data subject was aware that the respective data will be publicly available which
means to everyone’ including, in this case, researchers, and that, ‘In case of doubt, a narrow
interpretation should be applied, as the assumption is that the data subject has voluntarily given
up the special protection for sensitive data by making them available to the public including
authorities’.1*® Publishing personal data in a biography or an article in the press is not the same
as posting a message on a social media page.

Able to withdraw

If consent is the lawful ground for processing, the data subject must be able to withdraw that
consent at any time!'’; there is no exception to this requirement for scientific research. As a
general rule, if consent is withdrawn, the controller is required to stop the processing actions
concerned and, unless there is another lawful basis for the retention of those data for further
processing, the data should be deleted by the controller!!®,

Discussion: Consent of human participants in research and consent of data subjects

There is clear overlap between informed consent of human participants in research projects
involving humans and consent under data protection law. But to view them as a single and
indivisible requirement would be simplistic and misleading. Consent serves not only as a
possible legal basis for the activity, it is also a safeguard - a means for giving individuals more
control and choice and thereby for upholding society’s trust in science.
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There may be circumstances in which consent is not the most suitable legal basis for data
processing, and other lawful grounds under both Articles 6 and 9 GDPR should be considered.
However, even where consent is not appropriate as a legal basis under GDPR, informed consent
as a human research participant could still serve as an ‘appropriate safeguard’ of the rights of
the data subject. Under what conditions such informed consent might be deemed an appropriate
safeguard is still unclear. Certainly, innovative forms of consent in research activities, like
tiered and dynamic consent (see Section 5 above), are promising practices that should be further
encouraged and developed.

The notion of consent in the two areas requires further discussion between the research
community and data protection experts as part of a wider reflection on the role of consent and
respect for individuals in the area of scientific research in the digital age.

6.4  Right to information

The principles of fairness and transparency (Article 5(1) GDPR) echo to a large extent the
foundational principle of informed consent in research ethics, according to which participants
should understand that they are taking part in research and what the research requires of them,
without having been coerced or deceived. Such information may include the purpose of the
research, the methods being used, the possible outcomes of the research, as well as associated
demands, discomforts, inconveniences and risks that the participants may face.

Under Article 13 GDPR, where data are collected from an individual, he or she must be
informed as to who is collecting, how to contact the controller and the data protection officer,
for which purpose and on which legal grounds the data is processed, who will also receive the
data, for how long it will be kept and how this period is determined, and whether automated
decision-making is involved. This also includes receiving information on the rights available
to them as well as the right to lodge a complaint with a supervisory authority*!°,

Where data have not been obtained from the individual, patients and people participating in
research have, in principle, the right to be fully informed that a data concerning him or her is
being processed. Article 14 GDPR sets out the data subject’s right to information — what
information should be provided and how. The information provided should also include the
categories of personal data which are processed, the source from which the data comes and
whether it came from publicly accessible sources!?®. However, under Article 14(5)(b), the
obligation to provide information does not apply if it ‘proves impossible or would involve a
disproportionate effort, in particular for processing for scientific research purposes when the
conditions of Article 89 are satisfied or when this is likely to render impossible or seriously
impair the achievement of the objective of that processing’.

In determining what constitutes either impossibility or disproportionate effort, Recital 62 refers
to the number of data subjects, the age of the data and appropriate safeguards in place as
possible indicative factors. The Article 29 Working Party further emphasised that the controller
should carry out a balancing exercise to assess the effort involved to provide the information
to data subjects against the impact and effects on the data subject if they are not provided with
the information!?:,

In case of further use for a different purpose, the participants must be informed before further
processing takes place, even if the purpose is compatible!?2,

6.5 Deception, informed consent and the right to information

As discussed above (section 6.3), data protection experts and the research community could
further reflect on research activities where consent is not an appropriate legal basis for data
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processing but ‘informed consent’ may be an appropriate safeguard. This is especially true
where research studies involve the deception of subjects. Deception may include withholding
information in the instructions to research participants, providing only limited information as
to the purpose of the research or even misleading participants by providing a ‘cover story’ for
the study to mask the actual topic of the study. In some psychology experiments known as
covered research, subjects are misled about what is being tested, and this is cited as a key
success factor because awareness of the exact nature of the research would alter people’s
behaviour!?, In deception, subjects normally know they are observed, but do not know the
real objective. Such cases of manipulation are often discouraged by ethics boards, but
nevertheless is still used in some selected projects. In such cases, debriefing of the research
participants and retrospective informed consent along with specific ethics approval before the
start of the research are among the measures to ensure ethics compliance.

These practices appear to conflict with the right to information under data protection law.
Indeed, there are no derogations to the principle of transparency under Article 13, where
information from participants is collected directly by researchers. The possible derogation for
the purposes of scientific research under Article 14 is not relevant for these specific cases of
deception, since the derogation only applies in case of indirect collection. Clearly further
analysis and discussion is needed on this question.

6.6  Derogations possible under the special regime for scientific research

Article 89(2) of the GDPR outlines the more specific conditions under which EU or Member
State law may derogate from the data subject’s right of access (Article 15), right to rectification
(Article 16), right to restriction (Article 18) and right to object (Article 21).

The rights of access and rectification are set out in Article 8(2) of the Charter itself, and are
generally considered essential components of the right to the protection of personal data. The
right of access is of particular importance as it enables the data subjects to exercise the other
rights provided for by data protection legislation'?*. Therefore, any derogation from these
essential data subject rights must be subject to a particularly high level of scrutiny in line with
the standards required by Article 52(1) of the Charter. Derogations under GDPR Article 89(2)
are only possible if the conditions and safeguards required under Article 89(1) are satisfied?®.

Furthermore, under Article 89(2), derogations can be applied only ‘in so far as’ the rights to be
derogated from are ‘likely to render impossible or seriously impair the achievement of the
specific purposes, and such derogations are necessary for the fulfilment of those purposes’. The
EDPS has previously argued that this sets a high bar, in line with Article 52(1) of the Charter*?®,
Enabling individuals to exercise their rights of access, rectification, restriction and objection
undeniably requires a number of technical and organisational measures to be put in place by
the controller.

Some of these technical and organisational measures may involve significant investment of
human and financial resources in order to provide access and other rights to individuals. This
is, however, not unique to companies or organisations involved in statistical or scientific
research activities. Having to invest resources in itself does not justify derogating from the
rights of individuals under Article 89(2) of the GDPR.

As far as the rights to restriction and objection are concerned, we recognise that in specific
circumstances, a large number of individuals objecting to all or part of a scientific research,
may have a negative effect on the representativeness and reliability of the research data, and
thus on the integrity of research. By way of illustration, the withdrawal of consent or objection
of individuals to certain research activities related to rare diseases may have a significant effect
on, and possibly ‘seriously impair’, the outcome of long-term research studies. This is by no
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means true in all cases, however. The scope of the derogations to the rights to restriction and
objection in the field of scientific research should, therefore, remain limited to cases where the
integrity of research would be compromised by the exercise of data subjects’ rights.

6.7 Purpose limitation and the presumption of compatibility

Purpose limitation principle

Under the principle of purpose limitation, personal data must always be collected for specified,
explicit and legitimate purposes and further processing of the same data is not permitted for
purposes incompatible with the original purpose for processing*?’. By contrast, when personal
data are further used for compatible purposes, ‘no legal basis separate from that which allowed
the collection of the personal data is required’. This is premised on ‘the reasonable expectations
of data subjects based on their relationship with the controller as to [the data’s] further use’
(Recital 50 GDPR).

Article 6(4) GDPR establishes criteria for determining the compatibility of further or secondary
use of personal data, largely following the guidelines of the Article 29 Working Party!?8,
Controllers are required to consider ‘any link between the purposes for which the personal data
have been collected and the purposes of the intended further processing’ (Article 6(4)(a)) or
the context in which personal data have been collected’ (Article 6(4)(b)). If the controller shares
or further processes the data for purposes incompatible with the original purposes then a new
valid legal basis may be needed!?,

Presumption of compatibility for research purposes

Reflecting the strategic importance of reuse of data under the EU’s research policies, EU data
protection law, since the 1995 directive and continuing with the GDPR, has included the so-
called presumption of compatibility (GDPR Atrticle 5(1)(b)'* according to which:

further processing for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes shall, in accordance with Article 89(1), not
be considered to be incompatible with the initial purposes.

This presumption depends on the requirement in Article 89(1) to ensure appropriate technical
and organisational safeguards, such as pseudonymisation and access limitations. The Article
29 Working Party furthermore argued for ensuring that the data would not be used to support
measures or decisions regarding any particular individuals®*!. The presumption is not a general
authorisation to further process data in all cases for historical, statistical or scientific purposes.
Each case must be considered on its own merits and circumstances. But in principle personal
data collected in the commercial or healthcare context, for example, may be further used for
scientific research purposes, by the original or a new controller, if appropriate safeguards are
in place.

Lawfulness and purpose limitation

The notion of compatibility and the principle of lawfulness requires careful analysis. Under
Article 8(2) of the Charter, the requirement of purpose specification is separate to the
requirement of the data subject’s consent or other legitimate basis'®*2. Accordingly, in
interpreting Directive 95/46, the Article 29 Working Party’s guidelines on purpose limitation
considered purpose specification and lawfulness to be two separate and cumulative
requirements!33, meaning that any re-use of data for scientific research purposes, even with the
presumption of compatibility, would still require a specific lawful ground.
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Recital 50 GDPR states however that when personal data are used for secondary compatible
purposes,

no legal basis separate from that which allowed the collection of the personal data is
required[and] ... (further processing for archiving purposes in the public interest,
scientific or historical research purposes or statistical purposes should be considered
to be compatible lawful processing operations.

The recital thus appears to assimilate purpose specification and lawfulness in the case of reuse
for the purposes of scientific research. As the recital is not accompanied by a specific provision
in the main body of the GDPR, this appears not so much a blanket exemption to the separate
steps set out in the Charter Article 8(2) - applicable to all circumstances - but rather advisory
(hence ‘should be considered to be compatible’). We would therefore argue that, in order to
ensure respect for the rights of the data subject, the compatibility test under Article 6(4) should
still be considered prior to the reuse of data for the purposes of scientific research, particularly
where the data was originally collected for very different purposes or outside the area of
scientific research. Indeed, according to one analysis from a medical research perspective,
applying this test should be straightforward®,

6.8  Public interest as a basis for lawful processing

The processing of personal data may be considered ‘necessary for the performance of a task
carried out in the public interest’ (Article 6(1)(e) GDPR). In such cases, that public interest
should be (Article 6(3) GDPR) laid down by EU or Member State law. A further exemption to
the prohibition on processing special categories of data is processing that is (Article 9(2)(i)

necessary for reasons of public interest in the area of public health, such as protecting
against serious cross-border threats to health or ensuring high standards of quality and
safety of health care and of medicinal products or medical devices, on the basis of
Union or Member State law which provides for suitable and specific measures to
safeguard the rights and freedoms of the data subject, in particular professional secrecy

According to European case law, necessity and the public interest imply a ‘pressing social
need’, as opposed to largely private or commercial advantages'®.

In the case of special categories of data, (Article 9(2)(g)), data processing must be ‘necessary
for reasons of substantial public interest’. Article 9(2)(j) (as stated above, Section 6.2) in
principle provides for processing of special categories of data for scientific research but only
on the basis of EU or Member State law. However, such laws have yet to be adopted. It is
therefore difficult at present, if not impossible, to view a ‘substantial public interest’ as a basis
for processing sensitive data for scientific research purposes.

Recently there have been calls for regulated access across the EU to personal data for research
purposes that serve a public interest (e.g. to improve healthcare provision), noting the
uncertainty around what counts as ‘scientific research’'®. This is an interesting area requiring
further work.

6.9  Storage limitation

Personal data should be ‘kept in a form which permits identification of data subjects for no
longer than is necessary’ (Article 5(1)(e) GDPR). The GDPR permits ‘storage for longer
periods’ if the sole purpose is scientific research (or archiving in the public interest, historical
research or statistical purposes). The intention of the lawmaker appears to have been to
dissuade unlimited storage even in this special regime, and guards against scientific research
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as a pretext for longer storage for other, private, purposes. If in doubt, the controller should
consider whether a new legal basis is appropriate.

6.10 Accountability

The accountability principle in the GDPR requires controllers and processors to take
responsibility for their processing activities and for having in place measures and records to
demonstrate compliance. It is closely tied to the GDPR’s risk-based approach, according to
which data protection should be proportionate to the risks for the data subjects entailed in the
data processing. The new framework sought to cut red tape, avoiding many ex-ante obligations,
and to hold those handling personal data accountable on the basis of how they structure and
ensure adequate levels of protection. The higher the risk to individuals, the higher the level of
protection, therefore of positive obligations, and safeguards to implement for data controllers
and processors.

Scientific research often involves the processing and sharing of sensitive types of personal data
of the people involved. As such it would reasonably be considered a high-risk data processing
activity according to the GDPR. There is a framework for accessing public sector information
(see section 4.1 above), but not for private companies to provide researchers access to their
data. Nevertheless, many companies including the big platforms state in their privacy policies
that they may share data with researchers. As discussed above (section 2.4), this access can
contribute to greater accountability where independent researchers are able to examine the role
of powerful private players in determining how personal data is processed and information
flows. There is however a reluctance to facilitate such access.

Data protection rules are a framework for, not an obstacle to, proportionate disclosure of
information to researchers, where there is a valid legal basis and appropriate safeguards
depending on the risk. Risks indicators include: sensitivity or highly personal nature of the
data, vulnerability of the data subjects, the large scale of the processing activities, the
systematic nature of the monitoring, the innovative use or application of technological
solutions, the evaluation of individuals, the combination of datasets, the legal or similarly
significant effect of automated decision making®’. Professional ethical standards governing a
particular research project would also be considered a safeguard. Where researchers deploy
Artificial Intelligence systems, there is the same need for safeguards and oversight. IT and
engineering research often lack ethical oversight, so the European Commission committed to
embed ‘ethics by design’ for all future EU-funded Al projects2,

Appropriate safeguards could include conducting a data protection impact assessment of likely
risks for rights and freedoms of natural persons!3®, appointing a data protection officer
(mandatory in case of a public authority or body, regular and systematic monitoring of data
subjects on a large scale, processing on a large scale of special categories of data)'*°, notifying
a data breach, without undue delay and no later than 72 hours, when the breach is likely to pose
a risk to the rights and freedoms of the data subjects'*!, guaranteeing data security'#2, and data
minimisation through pseudonymisation or (unless it would impair the research)
anonymisation.

7. Recommendations

Dialogue between the scientific research community and data protection authorities is
deepening, especially in the area of medical research. This needs to be intensified at EU level,
because of the discrepancies across the Member States, misunderstanding about the GDPR,
and concentration of potentially valuable social research data in a few private companies. As
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well as inviting comments on this Preliminary Opinion, the EDPS would like to contribute to
this dialogue by suggesting a number of areas for further work.

7.1 DPAs and ethical review boards

Data protection authorities and data protection officers increasingly engage with ethical
questions in the development and deployment of digital technologies. They should engage
more closely with ethical review boards. Genetic research in particular has implications not
only for the subject of the DNA tests but others in his or her family or with shared
characteristics in this and future generations'“3. Independent ethical committees could support
the understanding of which activities qualify as genuine research and define the ethical
standards referred to in the GDPR. Ethics committees can play a meaningful role in ensuring
that the respect of human rights, including right to data protection, is embedded in the research
project from the early planning stage. They are likely to continue to play an important role in
ensuring that research projects are designed from the start with data protection principles in
mind.

7.2 EU Codes of Conduct and certification for research activities

The GDPR requires Member States, supervisory authorities, the EDPB and the Commission to
encourage the drawing up of codes of conduct to contribute to the proper application of the
Regulation**. In research, codes of conduct can improve convergence of practices and increase
confidence in compliance'*. To achieve sufficient levels of harmonisation, codes of conduct
at EU rather than national level may be preferable. They would also be beneficial for the free
movement of researchers, a key aim of the European Research Area*®.

Although not covering data protection, a similar EU-wide project was achieved successfully in
the past with the European Code of Conduct for Research Integrity*” which contributed to
harmonisation. Specialised codes might be particularly relevant for fields such as biobanking,
genomic research or social networks research*®,

In addition, accredited certification bodies will be able to issue certifications to controllers or
processors, such as data protection seals and marks, for a maximum and renewable period of
three years. Their purpose is to demonstrate the compliance of processing operations with the
Regulation®°,

Such codes of conduct and certifications under the GDPR could usefully address:
e requirements of valid consent as a lawful basis for data processing and/or safeguard;
e regime for special categories of personal data;
e legitimate interests pursued by researchers;
e pseudonymisation of research data and scientific publications;

e exercise of the rights of the data subjects in the context of the potential limitations of
those rights;

e implementation of data protection by design in the field of research;

e transfers of personal data to third countries or international organisations®®’;
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e provision by private companies, particularly tech platforms, of data to independent
researchers for specific projects, such as examining online manipulation and the
dissemination of misinformation.

The research community is by nature heterogeneous, so a multiplicity of such instruments may
be envisaged®®!,

7.3 EU research framework programmes and data protection standards

Building on the considerable harmonisation efforts of the European Commission in the
research area with Horizon 2020 and Horizon Europe, the next European Research and
Innovation framework programme, can also support convergence across the Member States.
Research projects seeking funding under the framework need to go through a vigorous ethics
review process which starts with a self-assessment. It requires researchers to reflect on the
design of the research project and prescribes that data protection requirements should be part
of the ethical review process'®2. This process has considerable potential to align the data
protection practices of all research institutions or independent researchers seeking to obtain
European research funding. Researchers should seek guidance from data protection experts and
authorities in the development of these research proposals®®3,

7.4 Debate on a public interest ground for scientific research

Sharing personal data always involves a degree of risk to the people concerned by the data,
including where the purpose is scientific research. There should be no loophole to the
protection of fundamental rights, and uncertainty around what counts as ‘scientific research’
itself poses a risk of such loopholes emerging.

At the same time, there is growing concern about how digitisation has involved the exponential
growth in data generation while also concentrating the control of the means for converting that
data into valuable knowledge in the hands of a few powerful private companies. As explained
above (section 2.4), some argue that it is undemocratic for these companies to monopolise such
opportunities while shielding themselves from the scrutiny and accountability which
independent researchers could provide, were only they able to examine the way information is
disseminated by these platforms. Through their existing terms of service and privacy policies
these companies allow themselves ample scope to determine how they wish to process personal
data and with whom to share it. There therefore seems little obstacle to these terms of service
providing for sharing data with genuine researchers operating within proper ethical
governance. As this is not happening, there have been recent calls for regulated access across
the EU to privately-held personal data for research purposes that serve a public interest, such
as improving healthcare provision and addressing the climate crisis®®*. A public interest basis
under data protection law for dominant companies to disclose data to researchers would need
to be clearly formulated and laid down in EU or Member State law, as well as being
accompanied by a rigorous proportionality test and appropriate safeguards against misuse and
unlawful access.

The EDPS can help facilitate a debate on this matter with civil liberties groups, the research
community and the major tech companies.

8. Conclusion

This Preliminary Opinion has sought to highlight the main challenges in the application of the
GDPR to scientific research. Digitisation has created new potential for individual
empowerment and addressing acute social issues like public health. It has also resulted in
enormous accumulation and concentration personal data for the private benefit of a few global
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companies, with the blurring of the boundaries between public interest, academic freedom and
private gain'®®. Digital technology has been used to experiment on people online for private
benefit. Data protection rules aim to ensure safety and transparency while minimising
interference with ethical research that aim at generalisable knowledge and societal good. The
GDPR serves in part to ensure accountability for such practices. There is no evidence that the
GDPR itself hampers genuine scientific research. DPAS, ethics committees and the research
community generally have a common interest in working together to help the advancement of
knowledge, while ensuring people are not treated as mere data sets'*®. The EDPS in particular
will be vigilant, mindful of how more time is needed to see how the special regime for data
protection in the field of scientific research plays out on the ground.
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