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In this issue 

 

Welcome to the second issue of Secure your journey! This month, find resources for safeguarding 

against phishing attacks, why you should use Two-factor authentication (2FA),  how to tell if your 

account has been in a security breach, and more! And don't forget to share your thoughts on the IT 
security issues that matter most to you in our community poll.  

Did you miss the last issue? No problem! Visit mcgill.ca/cybersafe  for our January issue, plus additional 

tips and resources to help you stay safe online.  

In this issue 

• You receive an urgent email request from your supervisor to purchase a gift card. What do you 
do? 

• Cyber criminals aren't just after your data: Two-factor authentication (2FA) at McGill 

• Poll: What IT issue would be most disruptive? 

• How threat intelligence keeps the McGill network safe 

• Wonder if your email or phone number has been breached?  

• Comic: Security questions 

How to navigate the magazine: Scroll down or skip to a section using the menu button in the  lower 
right-hand corner of the screen (see reference image below ).  

https://bit.ly/3vQVxD0


You receive an urgent request from your supervisor to purchase a gift 

card. What do you do?  

The message you have received may be a scam. Phishing is the fraudulent process of attempting to 

acquire sensitive information by pretending to be a legitimate/trusted individual or organization.  

Phishing attempts can be convincing, often using content (images, words, logos) taken from legitimate 

websites and an urgent tone requesting you to take immediate action. If the message appears to be 
from someone you know, their account may have been compromised.  

If in doubt, verify: Call the person or organization that the message appears to be from and confirm that 

they did indeed send it. 

If you have already clicked a link in a suspicious email, please report it to the IT Service Desk 
immediately by calling 514-398-3398. 

If you have received a suspicious email, but have not clicked on any links, check to see if there is a 
"Phishing scam" announcement about it on the IT Services site. 

http://www.mcgill.ca/it/information-security/it-security-alerts


• If it is already listed, simply delete the email.

• If not listed, please report it by forwarding it as an attachment to phishing@mcgill.ca as soon as
possible.

For more information:  

• Phishing scams and how to protect yourself

• Report suspicious emails to the IT Service Desk

Cyber criminals aren’t just after your data 

Since the onset of the COVID-19 pandemic, cybercrime has increased dramatically and is one of the 

biggest threats to higher education institutions.  To ensure protected access 

to our systems and compliance with a provincial government directive, McGill is joining higher education 

institutions across Canada to increase login security using two-factor authentication (2FA). As 

of January 2020, 2FA has been applied to all new McGill accounts. Our goal is to secure all remaining 
accounts with 2FA by the end of 2021.   

Why are we doing this now? 

mailto:phishing@mcgill.ca
https://mcgill.service-now.com/itportal?id=kb_article&sysparm_article=KB0010915
https://mcgill.service-now.com/itportal?id=kb_article&sysparm_article=KB0011270


Many of our former in-person activities have moved online, which means our cybersecurity is at greater 

risk. 2FA is essential to safeguard our personal and institutional information because it gives you  the 

power to protect your data, even if someone obtains your password.   

Passwords can be easily guessed or stolen, which can lead to serious consequences.  With access to your 

account, a cyber attacker could steal your identity or gain access to McGill data and systems, leaving you 

unable to access critical systems and services such as Banner, Minerva, Workday, Microsoft 365 

(including email), etc. According to Microsoft, 99.9% of attacks can be blocked with multi-factor 
authentication, like 2FA.  

You’re likely already familiar with 2FA 

Whether you realize it or not, you're actually using 2FA all the time.  For example, when you withdraw 

money from your bank account at an ATM, your debit card (something you have) is one authentication 

factor. However, to access your account, you also need to enter the PIN that is associated with your 

debit card. Your PIN (something you know) is the second authentication factor.   If you lose your debit 
card or someone steals it, your PIN provides an additional layer of security.   

Similarly, when you log into your McGill account after enrolling in 2FA, you will enter your McGill 

username and password as usual and then authenticate with your second method. Even i f your 

password is compromised, your digital identity, data, and access to systems are still protected, simply 
because the cyber criminals do not have your second authentication device.      

What are the next steps? 

IT  Services  is  working  directly  with  departments  and  faculties  to  secure  all  remaining  accounts  

with  2FA.  Stay  tuned for  more  information  from  your  unit,  along  with  communications  from  

IT Announcements,  including  details  on  when your  account  will  be  activated.   

Enroll early!   

Own your digital safety. It’s never too early to enroll, visit mcgill.ca/2FA. 

https://www.microsoft.com/security/blog/2019/08/20/one-simple-action-you-can-take-to-prevent-99-9-percent-of-account-attacks
http://mcgill.ca/2fa


Poll: What IT issue would be most disruptive? Take our anonymous 

survey and let us know!  

Open to all McGill community members - login required.  Access the form on the Secure your journey website.  

https://www.mcgill.ca/cybersafe/article/poll-what-it-issue-would-you-find-most-disruptive


How threat intelligence keeps the McGill network safe 

 

As McGill staff, we have a responsibility to safeguard University data and systems while supporting the 
McGill community’s teaching, learning and research activities.  

Enabling two-factor authentication (2FA) on our McGill accounts, accessing McGill’s systems securely 

and learning to recognize and prevent online fraud, such as phishing, help us to maintain a cybersafe 

space for all University functions.  

But how is McGill’s network protected?   

Threat intelligence keeps the McGill community safe   

Universities and other higher learning institutions are under constant threat from cyber attackers for 
their research data and the potential access to large amounts of personal information.   

  

McGill is part of a global network of Canadian universities, open-source communities, and cybersecurity 

specialists who monitor and protect against cyber threats specifically targeting higher education. 

McGill’s data and systems are protected through these efforts, known as threat intelligence, and all 
users of the McGill network benefit as a result.   

Find out more about how threat intelligence protects the McGill network.  

https://mcgill.ca/2fa/
https://mcgill.service-now.com/itportal?id=kb_article&sysparm_article=KB0010915
https://www.mcgill.ca/cybersafe/article/what-threat-intelligence-and-how-does-it-keep-mcgill-community-safe


Ever wonder if your account has been compromised in a data breach? 

 

The website Have I Been Pwned (HIBP) allows you to see if your  email address or phone number has 

been in a data breach. Find out why your information is valuable and how you can help protect your 
account by following cybersecurity best practices. Read the article 

https://www.mcgill.ca/cybersafe/article/have-you-ever-wondered-if-your-account-has-been-compromised


Comic: Have you thought about the answers you provide to security 

questions?   

 

 

1 - From xkcd.com 

You might be surprised by how many of the answers to common security questions you have revealed 

in your social media posts. When selecting security questions and answers for your account, choose 
ones that only you will know. 

Check out the following resources to help keep your account safe:  

• Visit the Staff page on the Secure your journey website for tips on staying safe online 

• Protect your account: Enroll in Two factor authentication (2FA)  

• Tips for choosing and answering security questions 

https://xkcd.com/
https://www.mcgill.ca/cybersafe/staff-admin
https://www.mcgill.ca/2fa/
https://www.wired.com/2016/09/time-kill-security-questions-answer-lies/


Contact us 

 

• For questions or feedback on Secure your journey, please contact cybersafe@mcgill.ca. 

• If you need assistance with any IT services, visit the IT Support website . 

This report was designed with Microsoft Sway, a web-based presentation tool, and part of Office 365.  
Sway is freely available to all McGill students, faculty, researchers, and staff.  

Back to mcgill.ca/cybersafe 

mailto:cybersafe@mcgill.ca
https://mcgill.service-now.com/itportal
https://mcgill.service-now.com/itportal?id=kb_article&sysparm_article=KB0011364
https://bit.ly/3b8cdOI

