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The right to safety and security is a fundamental right for our citizens. 
Charles Clarke, British Home Secretary (European Parliament 2005). 
  
Introduction 
  
With the advent of increased telecommunications capacity and the growing ubiquity of the 
Internet, the international community felt the need to take stock of the “information society”1 and 
to envision those ways in which it could be managed in the interest of hugely diverse populations 
and multiple stakeholders.  The International Telecommunication Union (ITU)2 resolved to move 
in this direction in 1998, and later decided to hold a summit in two parts to face issues of 
principle, action and policy over a span of three years including the official preparatory phases.  
The first summit meeting was held in December 2003, in Geneva, and a second summit was 
planned to be held in Tunis at the end of 2005.  This was a massive undertaking which required 
the mobilization of governments, international organizations, civil society and the private sector 
in a cooperative effort to be carried out under the United Nations (UN), the terms of engagement 
having been laid out in UN Resolution 56/183.33  This resolution called for the summit to develop 
“a common vision and understanding of the Information Society” and to adopt “a declaration and 
plan of action for implementation by governments, international institutions and all sectors of 
civil society” (The Summit: Content, themes, and outcome). It is against this backdrop that one 
must understand the challenges of a new communications environment for all.  One of these 
challenges consists in the maintenance of international security.  
 
Among the objectives set by the World Summit on the Information Society (WSIS), the UN 
family has called upon governments, intergovernmental organizations, the business community 
and civil society to promote a global culture of cyber-security in all forms of communication 
used in cyberspace (WSIS 2003).    
 

                                                           
1 The term information society is somewhat ambivalent since the technology that is supposed to facilitate 
development is a double-edged sword which may lead to globalization or balkanization, shared knowledge or 
proprietary information, inclusion or exclusion, creativity or hegemonic homogenization. See the discussion of this 
problem by Bernard Cornu et al.  in La « société de l’information » : glossaire critique. PARIS: La Documentation 
française, 2005.  
2 ITU is an international organization within the UN System. Members - including governments and private sector 
organizations - work together to coordinate the operation of telecommunication networks and services and to 
advance the development of communications technology.  ITU remains relatively unknown to the general public; 
yet, it has helped create a global communications network which now integrates a huge range of technologies that 
support the global  “information society”.  For an overview of the organization see: 
http://www.itu.int/aboutitu/overview/index.html  
3 See the Summit WEB site (www.itu.int/wsis) for more detailed background information.  
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Toward a Global Culture of Cybersecurity 
 
The underlying assumption of the WSIS process seems to be that it is possible for a global 
cyberculture to evolve and that cybercitizens world-wide may be able to subscribe collectively to 
a number of shared beliefs, values and principles. Another basic principle is an overriding 
respect for cultural diversity (Archibald, J. 2004). The concept of a shared cyberculture must, 
therefore, be seen under the light of diversity.  The culture of cybersecurity will also be diverse 
and replete with internal ambivalences.  These are cultural but, more importantly, increasingly 
political.  
 
The WSIS process is a political one marshaled by UN member states with a view to modifying 
international behavior through cultural change.  
 
These two trends were foreseen by Saul Mendlowitz when he declared that “we are no nearer a 
world government than we were a century ago, but we are nearer a world culture” (Mendlowitz, 
S. H. 1975, p. 5). The ever-expanding UN Family has yet to achieve the goal of peaceful 
coexistence through democratic world governance; however, there is an inexorable movement 
toward homogenized cultural paradigms throughout the world.   
 
WSIS has set ambitious cultural goals that will affect the ways in which we communicate.  This 
trend has been referred to as “neo-Babelianism”; despite our human diversity – which may be 
seen as a cultural, linguistic and political blessing or curse – there is a desire expressed through 
globalizing processes such as WSIS “to collabor[ate] together on the ambitious project of human 
betterment” (Cronin, M. 2003, pp 59-60).  
 
Do such trends translate into the emergence of a world culture of shared values and beliefs?  Is 
there a common understanding of “human betterment”?  Optimists feel that this may indeed be 
possible even given the dichotomies characterized by the “digital divide”.  Students of 
contemporary Islamist movements recognize, for instance, that under the pressure for 
democratizing reform even autocratic, Muslim-dominated states have the option of espousing 
political normalization within the framework of the modern nation-state.  Yet, others may well 
evolve  towards neofundamentalism by adopting what Olivier Roy has described as  “a closed, 
scripturalist and conservative view of Islam that rejects the national and statist dimension” 
generally accepted today as part of the international system of world governance and the respect 
for universally recognized human rights (Roy, O. 2004, p. 1). This parochial view which sets the 
needs of the ummah, the universal community of all Muslims, above all others is putatively 
based on a narrow interpretation of sharia.  Of interest to students of the “information society” is 
the use of ICTs to promote both world views, a fact which underscores the dangerous 
ambivalence of today’s new international communications environment. 
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Building Confidence and Security in the Use of ICTs 
 
It is against this backdrop that the UN Family adopted a set of principles in December 2003, 
designed to help the system of world governance in cooperation with the private sector and civil 
society build confidence in the use of ICTs for development and lay the groundwork for broad-
based international security in this new communications environment.  The Declaration of 
Principles calls for states to respect certain parameters.   
 
It was recognized that WSIS needed to move expeditiously to strengthen the international “trust 
framework”.  In order to foster confidence in ICTs and to promote their use in the development 
of a world-wide “information society”, governments would need to provide for information and 
network security, ensure the secure  authentication of users, enforce a high level of respect for 
privacy and guarantee universal consumer protection.  Without these guarantees, the dream of 
building such a “society” would surely be for naught.  It was felt that there was and continues to 
be a need to promote a “culture of cyber-security” which would have to be developed and 
implemented “in cooperation with all stakeholders and international expert bodies”. These efforts 
would need to be supported internationally through increased cooperation between and among 
states notwithstanding their sociopolitical or religious orientations. Given the extreme diversity 
of state governance, the international system in general and the UN Family of nations in 
particular would have to take into account the level of social and economic development of each 
country in relation to an international standard while respecting the agreed-to development-
oriented goals of the emerging “information society”.  
 
In conformity with the founding principles of the United Nations, the majority of member states 
agreed that one of WSIS’s overriding objectives had to be to maintain “international stability and 
security”.  Consequently, it was assented to in principle that UN member states, international 
organizations, the private sector and civil society should cooperate in the prevention of ICT use 
which could potentially undermine “international stability and security”.  Any such preventative 
action should be taken in recognition of “the principles of universal and non-discriminatory 
access to ICTs for all nations”.  Implementation of these principles would likely be uneven given 
the number of autocratic regimes represented at the United Nations.  Moreover, these principles 
also represented a challenge to purportedly democratic regimes many of whom – in the post-9/11 
world – had taken extraordinary measures to maintain internal stability and security.  The most 
commonly cited example is the US Patriot Act of 2001 (Guidère, M. 2004). 
 
The main thrust of emerging international policy, notwithstanding the diversity of states 
involved, was the recognition of the imperious need “to prevent the use of information resources 
and technologies for criminal and terrorist purposes” while at the same time respecting universal 
human rights (WSIS 2003).  
 
Use of Information Resources and Technologies for Criminal and Terrorist Purposes 
 
The text of the WSIS Declaration of Principles smacks of a certain angelism which “right-
thinking” people are inclined to believe.  ICTs, the Internet and other means of mass 
communication are double-edged swords which may be used for criminal, terrorist or extremist 
purposes.  There is not universal consensus on the moral superiority of certain concepts 
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fundamental to international security and international order, including the Universal Declaration 
of Human Rights and the sanctity of the human person. Hence, the international community must 
be on its guard concerning the abuse of information resources in today’s ever-so-complex world.   
 
Although the new communications environment of which we speak appears to be dominated by 
the Internet, one must take stock of the complementary nature of related technologies.  At issue 
is progressive media convergence in this new environment where traditional media such as radio, 
television and telecommunications interface with the Internet.  The Internet facilitates the use of 
these more traditional means of communication by extending their reach and making them more 
difficult for states and international organizations to regulate in the interest of consumer 
protection and citizen security.  Traditional telecommunications technology has learned to 
piggyback on the Internet, and these media have adapted in many cases with exclusivity to 
Internet use.  WEB TV, Internet radio and blogs are some common examples of this ever-
changing communications environment which enables interactivity and assumes a certain 
freedom to express one’s self, to communicate in an unfettered manner and to disseminate 
competing versions of “the truth”.  This potentially confusing environment is not only the 
province of political or partisan propaganda but also the domain of news, commercial advertising 
and information exchange.  The ambivalent use of these media in connection with the Internet 
raises a nest of security problems.  
 
An example of such ambivalence may be seen in the Message from the "Iraq Resistance" Islamic 
Jihad Army which purports to present to the “people of the world” an objective perspective on 
the resistance to the US and British presence in Iraq.  Authorship is claimed by those who are 
“struggling to survive under the sanctions imposed by the [American and British] criminal 
regimes”.  Driven by a “principled” view of the current situation, the text and video appear to 
have the credibility of a WEB newscast.  The announcer says in his seemingly native British 
accent that it is the resistance fighters’ “duty”4 and “right”5 to drive the “occupying forces” from 
“our land”.  A vividly explicit video portrays the horrors of war and the dire consequences met 
by foreigners on Iraqi soil.  Although the authors “thank France [and] Germany” inter alia for 
having adopted “considered, wise and balanced” positions in the conflict, there is an underlying 
threat that even those nations perceived as friendly in the short term may become the targets of 
extremist action in the future should their policies change.  The medium is used as a means to 
extend a real threat to any country which may decide to ally itself with the governments of either 
the United States or Britain.  The authors are aware of their message’s global reach over the 
Internet.  Typical of Iraqi resistance discourse, the authors call-up the image of the glorious past 
and then, with this as a backdrop, propose to “redefine the word ‘conquest’ [and] write a new 
chapter in the arts of urban warfare”.  The occupiers must withdraw or face being conquered. 
The “Iraq Resistance” threatens to bring “destruction” to the “criminal regimes” in what is no-
longer termed “a localized war”.  The threats of world-wide “disruption” are clear.  The Iraqi 
Islamic Jihad Army through its use of the Internet and World English is making efforts to 
globalize the conflict in Iraq and to undermine international security and order while claiming to 
re-establish security and order in the Iraqi homeland.  Were it not for the emerging information 
                                                           
4 See Olivier Roy’s discussion of  fard ‘ayn (individual duty) and fard kifaya (collective duty) in Roy, O. 2004.   
5 In Abdelwahab El-Affendi’s discussion of the human rights debate, he points out that “human rights are regarded 
in Islam as God-given […] a conception […] different from the Western ‘anthropocentric perspective’ ”. El-Affendi, 
Abdelwahab, 2004 . See also Brohi, A. K. 1982.  
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society and the technology supporting it, this type of message would remain localized and not 
succeed in instilling fear in the hearts and minds of those in lands far away.6 
 
To borrow from the ambivalent discourse of WSIS, the “Iraq Resistance” has succeeded in 
“bridging the digital divide” in reverse order, and through the use of ICTs has communicated 
information on its position and intentions to the world.  The Iraqi resistance is no longer 
contained within national boundaries; its threat is universal.  What Ignacio Ramonet has seen as 
a means to increase the wealth of nations (Ramonet, I. 2002, p. 16) may be used to render 
dysfunctional the international system as we have come to know it.  The ubiquitous use of ICTs 
dominates the emerging communications environment, but to what end and in what cases?  Will 
WSIS be able to bolster the internal system of Internet governance to protect against disruption 
and intentionally created chaos? 
 
Inherent Dangers Presented by the Information Society of the XXIst Century 
 
Such dangers truly exist and are increasingly part of the new communications environment.  It 
becomes clear why the underlying principles of security take on a new dimension in terms of the 
world’s ability to adopt an effective international policy through the WSIS process.  The 
international community seems to be on its way to making policy decisions to maintain stability, 
guarantee international security and protect and promote human rights and freedoms and 
emergent democratic institutions notwithstanding localized resistance to these initiatives. The 
test will come with the future implementation of action plans formulated in keeping with the 
WSIS Declaration of Principles. 
 
The international community will have to develop a framework of Internet governance to deal 
with pervasive issues of cyber-crime, local and globalised terrorism and politically motivated 
extremism.   
 
Fundamentalist Opposition to Emergent Democratic Institutions 
 
Notwithstanding the agenda set by “right-thinking” leaders for democratic world governance and 
their professed desire to achieve stability and security, the opposition is real, has historical roots, 
actively cultivates the allegiance of its constituency and has learned to use ICTs to their 
advantage in promoting an alternative vision of world governance in the 21st century and beyond.  
The democratic agenda promoted by what the opposition has labeled the “criminal regimes” is 
often seen as anathema.   
 
One example of such an alternative world view is the Hizb Ut-Tahrir organization,   founded by 
Taqi al-Din al-Nabahani in Palestine in the 1950s.  Of all such similar groups, Hizb Ut-Tahrir is 
“the most vocal and articulate on anti-democratic views” (El-Affendi, A. 2004, p. 181). The 
basic principles underpinning Hizb Ut-Tahrir’s policy statements are counter to those adopted at 
the 2003 Geneva Summit.  In their view, democracy is anti-Islamic, because democracy replaces 
the sovereignty of God with that of the people.  In other words, rights and duties are God-given, 

                                                           
6 For a more in-depth analysis of this message see: Baran, D. and M. Guidère 2005. To view the video and for a 
complete transcript thereof see: http://www.informationclearinghouse.info/article7468.htm  
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and any attempt to follow an anthropocentric world view violates the basic precepts of pristine 
Islam and the Islamic perception of social organization, world order and (inter)national stability.  
 
Its WEB site7 is an example of the ways in which the Internet through the localization of the 
organization’s message has been able to reach out to various sociocultural groups using 
languages such as Arabic, Danish, English, German, Russian, Turkish and Urdu.  Subscribers are 
mostly concentrated in Britain and Pakistan; however, it does have a large following in several 
Arab countries. Not only do “members” have access to information on the site, but they may also 
communicate with the organization and be drawn into a network whose objective is “to establish 
the Khilafah and apply Islam”. Hizb Ut-Tahrir’s overriding objectives appear strangely similar to 
those of WSIS, which promotes a version of world governance and a value system rooted in the 
enlightened humanistic tradition of universal human rights.  The problem is that their respective 
views of governance and values are diametrically opposed. The following statement summarizes 
Hizb Ut-Tahrir’s collective objectives:  
 
Hizb ut-Tahrir was established in response to the saying of Allah, 
"Let there be among you a group that invites to the good, orders what is right and forbids what 
is evil, and they are those who are successful" [TMQ 3:104] 
Its purpose was to revive the Islamic Ummah from the severe decline that it had reached, and to 
liberate it from the thoughts, systems and laws of Kufr,8 as well as the domination and influence 
of the Kufr states. It also aims to restore the Islamic Khilafah State so that the ruling by what 
Allah revealed returns. (“The Reasons for the Establishment of Hizb ut-Tahrir” http://www.hizb-
ut-tahrir.org/english/english.html). 
 
Hizb ut-Tahrir holds that governance under Islam cannot be republican since this system of 
government is democratic.  It is further stated that Kufr states base their legal systems on the 
separation of religion from the secular life of the polity whose laws are adopted by the people or 
their democratically elected representatives.   Sovereignty then derives from the people in such 
states and not from a supreme being as is the case under Islamic law.  In other words, Sharia is at 
odds with the Westminster or republican models of government: in the Islamic system promoted 
by Hizb ut-Tahrir, “sovereignty is for the Sharia and not for the Ummah”.  In the organization’s 
view, neither the Muslim community (the Ummah) nor its leadership with both secular and 
religious responsibilities (the Khalifah) has the right to legislate de novo. This is the sole right of 
the Almighty (Allah ).  Earthly governors only have the rightful power to adopt rules for 
managing worldly affairs under the supreme guidance of Allah, his prophet and the interpreters 
of the Qur’an. It is not proper to put in place a republican system or even talk of an Islamic 
republic.  This is anathema in the neofundamentalist world of Islam.   
 
In the post-9/11 world, researchers9 and the media have devoted a great deal of time and space to 
the use of ICTs by neofundamentalist and Islamist movements.  However, these are not the only 
                                                           
7 http://www.hizb-ut-tahrir.org/  For the purposes of this paper, we shall refer to the English-language site. 
8 The term “kufr” corresponds to the whole semantic field of disbelief, including all forms of disbelief considered to 
be against Islamic law. 
9 To this effect “security has been included in the list of priority research themes in the proposal for the 7th 
Framework Programme for Research & Development issued to the European Parliament and Council by the 
Commission”. http://europa.eu.int/comm/enterprise/security/articles/article_2005-04-06_en.htm  
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groups which use this new communications environment to oppose the benevolent world order 
and the concern for citizen security at the very core of the WSIS ethos.  Examples are legion.10  
The rejection of republican and democratic values is not the sole province of any one group. 
 
Is it then reasonable to expect that all people will support WSIS’s efforts to establish an 
international order and ensure cybersecurity in a secular system respectful of universal human 
rights as defined by the international community?  How do states and intergovernmental 
organizations protect their communications infrastructure and national security while at the same  
time adhering to the principles of universal human rights which are at the core of the UN ethos?  
 
Lack of Compliance and Acceptance of UN Goals 
 
The United Nations and WSIS face an almost insurmountable task in trying to have the world at 
large buy into a belief and value system which runs counter to that of a significant proportion of 
the planet’s population and to a number of theocratic or authoritarian regimes which are blatantly 
anti-republican and anti-democratic.  In fact, the new, secure communications environment 
promoted by the ITU and the UN may be undermined by the very technologies they claim are 
indispensable for human growth and development in what many naively believe to be a 
“civilized world”.  The UN system risks being destroyed from within if only for this. 
 
Whatever form it may take, whatever means it uses to spread its message, neofundamentalism of 
this type “condemn[s] the very concepts of democracy, human rights and freedom” (Roy, O. 
2004, p. 247). Such globalized neofundamentalist movements reject more accommodating “local 
Islams” (Roy, Olivier 2004, p. 259) with a view to establishing and imposing an opposing world 
order structured along the lines of their own beliefs and values.  Those very things against which 
WSIS is trying to protect world (cyber) citizens – cybercrime, terrorism and extremism - are no 
longer issues to be debated, but true threats to the development of an open information and 
communication society and of borderless knowledge societies. 
 
What is at stake here?   WSIS is striving to establish an international system which values the 
openness and accessibility of communication using ICTs while at the same time promoting the 
difficult compossibility of cyber-security and freedom of expression.  
 
Conflicting views of security pit users’ legitimate rights to express themselves freely against 
governments’ legitimate need to protect citizens from harm or abuse either in cooperation with 
international organizations or severally.  Differing cultural views of security are then coupled 
with competing interests which opponents may view as equally legitimate although both make 
use of the same enabling environment to inform, communicate and share or create “knowledge”. 
 

                                                           
10 See the Ku-Klux-Klan’s WEB site: http://www.kkk.bz/index1.htm  Similar to neofundamentalist WEB sites, the 
KKK and like racist or extreme right-wing groups in both Europe and the Americas promote “collective action 
frames” designed to destabilize republican or democratic regimes which respect universal human rights and thereby 
undermine the “framework of trust”. See also: Zald, M. N. 1996, p. 271.   
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Ways in which States may Translate the WSIS Principles into Action 
 
The principles may have been agreed to, but they are not necessarily universally shared.  
Nonetheless, the Declaration of Principles is a beachhead, and the UN family seems to be 
resolved to translate these principles into action.  There has been much debate about the ways in 
which to meet these objectives. Consensus is not easily won. 
 
However, there seems to be a movement toward forward-looking action.  Evidence to this effect 
may be seen on several fronts.  There has been some progress in the promotion of Western-style 
democracies in areas of the world heretofore dominated by theocratic or authoritarian regimes, 
and these regimes seem to be losing their foothold in certain regions although “progress” is slow 
and set-backs are legion.  Yet, more and more peoples are accepting of governance reform and a 
certain respect for international order and security.  Nevertheless, there are still forces afoot in 
the world which espouse extremist views.  
 
At issue in this context are the protection of institutions and citizens, an openness to a freer flow 
of information, a more open domestic communication culture within UN member states and the 
slow emergence of an international communication culture. The WSIS action plan will have to 
address all of these issues in the hopes of creating a new communications environment.   
 
The challenge of the 2005 Tunis Summit will be to translate the principles adopted in 2003 into 
concrete action. ICTs have the potential of creating an enabling environment yet to be defined 
with precision through a number of projected international agreements to be reached under the 
auspices of the UN, its agencies and the ITU, or through bilateral and multilateral agreements 
involving UN member states, international organizations, the private sector and civil society.  
This is what has been termed as ICTs for development.  ICTs also have the potential of disabling 
the international system, undermining international order and promoting a pervasive feeling of 
insecurity.  
 
Creating this enabling environment will require a major shift in organizational culture. The 
potential for conflict in bringing about such change is great, and no change agent involved in the 
WSIS process is unaware of the potential conflicts about which Samuel P. Huntington warned 
the world in his oft-cited work: The Clash of Civilizations and the Remaking of World Order.  
 
The draft Plan of Action lists those areas where change will have to occur: cultural and linguistic 
diversity, e-government, e-business, e-learning, e-health, e-employment, e-environment, e-
agriculture and e-science (“Plan of Action” http://www.itu.int/wsis/docs/geneva/official/poa.html). In 
all of these areas, ICTs are seen to be an enabling technology to be used in positive ways to 
enhance development; yet, the converse is also true if certain groups do not buy into the more 
open and empowering cyberculture which should theoretically emerge from the WSIS process. 
 
Conclusion 
 
The Information Society which should herald in XXIst century development and progress will 
not come about without buttressing confidence in ICTs and the real security of systems, policies 
and procedures.  Unless UN member states and all other stakeholders in the Information Society 
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show a proven respect for universal human rights, cultural diversity, traditions and religions with 
a history of conflictual relations, the principles will evaporate into thin air and the action plans 
which many right-thinking people have striven to implement will come to naught. More than 
knowing that security systems are in place, the peoples of the world need to share in a collective 
“feeling” that they may live in safety and go about their lives without being under threats real or 
imagined. The importance of creating this “trust framework” cannot be emphasized enough.  
Without confidence, security and diversity, sustainable development does not stand a chance, 
and the much-awaited new communications environment will remain an angelic dream not of 
this world. 
 
We may have to redefine power relationships to ensure security.  Initially, democratic and 
republican institutions saw the birth of a new communications environment which could serve 
the betterment of humankind.  Only a system of international governance rooted in the human 
values which characterize the United Nations framework of mutual respect among peoples will 
be able to ensure the positive use of ICTs for human development. 
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The Summit: Content, themes, and outcome www.itu.int/wsis/newsroom/fact/content_themes_outcome.html#  
 
World Summit on the Information Society – home page http://www.itu.int/wsis/   
 
 
  
  
 

10

http://www.informationclearinghouse.info/article7468.htm
http://www.itu.int/aboutitu/overview/index.html
http://www.itu.int/wsis/docs/geneva/official/dop.html
http://www.europarl.eu.int/news/expert/background_page/008-125-248-9-36-901-20050908BKG00124-05-09-
http://www.hizb-ut-tahrir.org
http://www.hizb-ut-tahrir.org/english/english.html
http://www.itu.int/wsis/docs/geneva/official/poa.html
http://www.kkk.bz/index1.htm
http://www.saphirnet.info/article.php?id=1497
http://europa.eu.int/comm/enterprise/security/articles/article_2005-04-06_en.htm
http://www.itu.int/wsis/

