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The following items arise from the Information Technology (IT) Committee meeting of January
26, 2022. They are presented to the Board of Governors for its consideration.

I.

FOR THE INFORMATION OF THE BOARD OF GOVERNORS

Report on IT Project and Contract Approvals [IT21-07]
Valued Between $1M and $6M

The Committee received a Report on IT Project and Contract Approvals valued between
$1M and $6M approved by the Principal or the Vice-Principal (Administration and
Finance) during the reporting period of September 1, 2021, and December 31, 2021,
pursuant to their respective authorities under the Policy on Approval of Contracts and
Designation of Signing Authority.

It was reported that there were two IT contracts approved by the Vice-Principal valued
between $1 million and $6 million for the period of September 1, 2021, and December 31,
2021, valued at $3,996,250 and $ 3,996,250 (after tax and rebates, including options)
respectively.

Annual Report on Cyber Security [IT21-09]

The Committee received, for information, the Annual Cyber Security Report for 2021.
The report outlines major cyber security incidents and related significant improvements
delivered by McGill Information Technology Services (“ITS”) to IT security capabilities.

The Committee was informed that the University’s 2021 targeted phishing awareness
campaign showed an improved understanding of the threat by McGill Faculty, staff and
affiliates. It was also noted that the rollout of Cisco Umbrella to ITS units had begun,
with the goal of providing additional protection to end points when not connected to the
McGill network. The Committee was also informed of cyber security improvements
planned for 2022, including an evaluation of ransomware preparedness and the
consideration of additional protection and prevention tools available via Microsoft 365.
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END

Report on IT Initiatives and Projects [IT21-10]

The Committee received a Report on IT initiatives and Projects, which included a status
update of active initiatives and projects funded by proceeds of the $140M bond as well as
a financial summary of both planned and ongoing bond-funded IT projects and
initiatives. It was informed that as at November 30, 2021, the cumulative bond
expenditure of bond funds on IT projects and initiatives was $92,860,166.

Update on the IT Continuous Audit Initiative [IT21-11]

The Committee received, for information, an update on the IT Continuous Audit
Initiative, a collaboration with McGill’s Internal Audit (IA) unit to manage the volume of
IT projects envisioned over the coming years, and to mitigate the associated risks. These
projects follow the endorsement of the 2020-2025 IT Strategic Plan and Roadmap by the
Board of Governors in May 2020, and the University’s commitment to invest upwards of
$171 million for information technologies and services.

The Committee was informed that IA would employ a continuous audit approach to
upcoming IT projects, allowing for timely notification of gaps and weaknesses to allow
immediate follow-up and remediation. The Committee was also told that IA was
recruiting a full-time hire to head this initiative.

IT Unit Activity Report [IT21-12]

The Committee received an update on a few key IT Unit-related activities, including the
University Advancement Digital Strategy initiative, a new section on the IT website
dedicated to IT governance, and a new agreement with Gartner, an IT industry leading
research and advisory service, to provide access to all faculty, staff and students.
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