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The response to the question is probably best answered by the statement: 

The current aviation security system is neither as good as it could be nor as good as it should be.

I believe that it can be reasonably said that we are doing some of the right things but are not doing a number of things that should be done.  Likewise, we are also doing some things right but not doing all of the things right.

We have seen a number of changes in the world’s aviation security system since the 9/11 attacks, such as amendments to Annex 17, the development and implementation of ICAO’s Universal Security Audit Programme (USAP), a recognition of a need for new bilateral agreements to deal with unlawful interference with aviation, and a host of other actions, including the rewriting of ICAO Doc 8973.

These changes include an incremental improvement in the aviation security infrastructure and aviation security systems of ICAO Contracting States.  Most notable among these has been the impact of the USAP.  Perhaps the most significant result of the ICAO USAP program has been that the non-aviation sectors of the ICAO Contracting States have had to become involved in their State’s aviation security programmes.  This broadening of the States’ infrastructure interest in aviation security has, in a number of instances, provided higher level of attention and funding to aviation security programmes.

One continuing problem is the inability by a number of States to finance their necessary aviation security infrastructure and institutional capacity improvements.  It is not that most ICAO Contracting States do not want to improve their aviation security posture – many simply cannot afford to do so because of the many other things that compete for available funds.  ICAO should emphasize the need to do an economic, cost accounting, and cost recovery analysis in all of its aviation security assistance projects with Contracting States.

Cost recovery mechanisms are often aborted or truncated, or never even addressed, because they usually require changes in laws and financial structures.  A little innovative thinking and action, however, can produce revenues to finance these needed changes.  But, here again, we run into problems in the collection and allocation of funds.  One of the greatest problems to surmount is the general tendency worldwide for States to collect funds for one purpose, such as aviation security, but consign the collected funds to the Contracting State’s general fund.  In these instances the monies are then siphoned off to fund other projects that have no relation to the constituency from which they were collected.

We should also be placing increased emphasis on the implementation of profile systems in aviation security.  I realize that this is a topic that is fraught with great danger as it immediately brings to mind ethnic and racial discrimination issues to many people.  These factors notwithstanding, profiles have proven to be very effective when applied professionally by well trained and experienced people.  We need to incorporate profiling into our overall aviation security system and share our experiences across international borders.

While I believe that there are a number of areas in aviation security that we need to address, our continuing major failure to address the vulnerability to vehicle bombs and suicide bombers at airports continues to trouble me greatly.  I choose to focus on this vulnerability for the remainder of my presentation because of its potential dire consequences and the fact that my very limited time at this conference does not allow me to adequately articulate all of the other issues I believe need to be addressed.

At the McGill/ICAO Worldwide Conference on Current Challenges in International Aviation in 2004 that preceded the 35th ICAO Assembly I made the following remarks:

My greatest concern at the moment, however, is the use of suicide car bombs against airport terminal buildings.  The U.S. and a number of other countries are particularly vulnerable to this type of attack.  Some have addressed this vulnerability with countermeasures, but in most instances the measures do not fully address the problem.

In late March of this year I made similar remarks during my presentation before the Arab AVSEC conference in Jeddah sponsored by the Kingdom of Saudi Arabia.  Those of you that heard my remarks at either of these conferences will not be surprised at my presentation today – I haven’t changed my mind about our greatest vulnerabilities in aviation.  We definitely are not doing some of the right things.
The partially successful 2007 suicide vehicle bomb attempt against Glasgow Airport on 30 June of this year should have added emphasis to our need to address this vulnerability.  Yet, we don’t seem to be doing anything collectively to address this pressing problem.  Every day we see TV images or read of horrendous loss of life because of vehicle bombs or individual suicide bombers.  The fact that these attacks are happening elsewhere and do not affect most of us directly are of little value when we consider the long-term probability that they will eventually affect us all.

In other venues I have also stated that another pressing threat is the simultaneous attack by multiple suicide attackers using bombs
 concealed within their baggage during peak check-in periods in our crowded major airport terminals.  The resulting horror of the hundreds of deaths and injuries from three or four suicide bombers each simultaneously detonating 20–30 pounds of high explosives studded with nails secreted in suitcases or on their persons in a crowded airport terminal is beyond belief.  But that, or a vehicle bomb at the front of one of our crowded airport terminal buildings, is exactly what I believe our principal vulnerability is at the moment.

Our collective failure to address these vulnerabilities is puzzling as a number of other countries have instituted countermeasures to address these threats, and some have done so for several years.  Three examples immediately come to mind: Jordan, Saudi Arabia, and Israel.  Others, no doubt, exist.

The countermeasures instituted by other countries to address their vulnerabilities to these types of attacks include vehicle surveillance, vehicle control and assessment, vehicle inspection systems on roadways prior to reaching the airport terminal buildings, and some level of inspection of people and baggage as they enter the terminal buildings.  As with any security countermeasure, none of these systems will ever be 100% effective.  The fact that we can never have perfect protection should not deter us from adding these defenses as additional layers to our overall aviation security systems.

Effective countermeasures to these threats are not particularly attractive in their impact or cost.  As I see it, a four-stage system is necessary to have a reasonable chance of preventing successful attacks using suicide vehicle bombs against terminal buildings.  Stage 1 is the surveillance of all vehicles entering the airport public roadways leading to airport terminal buildings.  Stage 2 is the control and a preliminary assessment of all vehicles on the approach roads.  Stage 3 is an inspection station for those vehicles designated by the Stage 1 or 2 surveillance/assessment teams.  And, Stage 4 is the installation of barriers, above and below ground, as a means of stopping relatively large vehicles if they ignore orders to stop for inspection at Stage 3.  I believe it imperative that we address this vulnerability immediately.
My proposed vehicle bomb countermeasures for airports immediately raise two questions.  First, are these countermeasures effective?  And, what are the costs and what is the impact on aviation and ancillary operations?  I am afraid that none of the answers to these questions will provide anyone with any great degree of comfort or satisfaction.  The plain and simple fact is that some countries believe that their surveillance, assessment, and screening of vehicles is effective.  It is not clear that they also believe them to be efficient as they expend a considerable amount of human resources and some complementary technologies to run their security system.

What is the likelihood of a suicide bomber detonating a bomb at an airport in the immediate future?  In some societies the logistics associated with acquiring the materials to make a bomb require consummate skills and, like other terrorist operations have demonstrated, require a dedication to a goal that is not easily accomplished.  We have seen bombs with massive amounts of ANFO, as well as a number of high explosive devices used in troubled areas of the world over the past decade.  Based on these events, I have to conclude that it is possible that materials for these devices could be acquired, even in the U.S., provided the right “insider” or “sleeper” personnel are available to assist the terrorists.

Earlier this month there were reports that a terrorist cell in Germany was arrested with a very large amount of precursor material for making Triacetone Triperoxide (TATP), a deadly, but highly unstable, home-made explosive.  One of their alleged targets was Frankfurt International Airport.  Ramzi Yousef of the 1993 World Trade Center bombing infamy and his Bojinka gang were making TATP in Manila in late 1994 when they made a mistake causing a fire.  Their Bojinka plans were to bomb 11 or 12 U.S. widebody airliners operating in the western Pacific Ocean area.  The fire department’s response caused Ramzi and his team to vacate the apartment and that subsequently resulted in the police discovering their bomb factory.  

Al Qaeda and other terrorist groups have a history of returning to failed operations.  Ahmad Ressam, an Algerian national living in Canada, was caught trying to bring homemade explosives into the U.S. in late 1999 through Port Angeles in Washington State.  He subsequently confessed to planning to bomb Los Angeles International Airport.  Ramzi Yousef and his gang in New York and New Jersey failed in their 1993 effort to bring down a World Trade Center tower in 1993.  Mohammed Atta and his hijacking teams succeeded in completing the job in 2001.  Will Al Qaeda persist in their plans to attack Los Angeles International Airport?  What better way to do so by using a vehicle bomb, or the simultaneous detonation of multiple suitcase bombs?

It is interesting that Los Angeles is perhaps the only U.S. airport that is known to have seriously contemplated building a system that would prevent a vehicle bomb from reaching the front of a terminal building.  The Rand Corporation published a study entitled “Implementing Security Improvement Options at Los Angeles International Airport
”. In this study, RAND addressed the possibility of establishing vehicle checkpoints at the six roadway access points to the airport.  They concluded that it would take from $5 to $7 million to establish these checkpoints.

The RAND study reported that Los Angeles World Airports (LAWA) “completed an in-depth study of adding and staffing permanent vehicle checkpoints.”  Although their infrastructure costs were about the same as ours, they assumed much higher staffing costs.”  The RAND study went on to state that “LAWA concluded that the congestion caused by the checkpoints was too disruptive and the staffing costs too high to provide round-the-clock inspections of every vehicle.”

LAWA has shown the most initiative by a U.S. airport authority in this regard, but they still backed away from addressing the vehicle bomb vulnerability.  Given that LAWA has been the most progressive on this issue, and they backed away from doing anything, what can we expect from other U.S. airports?

The RAND study for LAWA also concluded that “existing lines (of people) create an attractive target where a terrorist could bring a substantial bomb concealed in luggage with little risk of arousing suspicion” (parenthetical added).  The problem is that one has a limited choice of countermeasures to suitcase bombs in the check-in areas in virtually all U.S. airports.  These countermeasures would seem to be restricted to:

· Establishment of checkpoints for examining baggage off-airport in safe areas where people are dispersed and bomb detonation mitigation features are built into the check-in areas, or

· Inspect all baggage at the entrance to the airport terminal buildings.

I observed one such countermeasures area inside a European airport in the 1980s that was processing passengers and their baggage that were enroute to Israel.  The features of the facility were designed to limit deaths and injuries to small groups of people but would not have prevented some persons from being killed or maimed.

The second option identified above would do little to reduce the number of deaths and injuries as most airport terminal entrances are constructed of glass or have large areas of glass.  I have also observed several of these baggage screening configurations at entrances to airport terminal buildings around the world.  Some additional mitigation of deaths and injuries can be realized if the terminal entrances are of substantial steel or masonry construction and the suitcase inspections are done immediately outside the terminal building.  The implementation of these countermeasures for suitcase bombs would raise havoc with the current U.S. checked baggage screening system using Computed Tomography (CT) explosives detection units.

Given my projections that we are vulnerable to suicide vehicle and suitcase bomb attacks in areas of our airport terminals prior to any current security screening checkpoint, one might ask “Why hasn’t it happened yet?”  Well, it did happen at Glasgow Airport on 30 June of this year.  But only our adversaries can really answer why it has not happened more often.  We do know from Ahmad Ressam’s intention to bomb Los Angeles International Airport at the Millennium that Al Qaeda did indeed intend to use this method of attack.  It was only through the alertness of a U.S. Customs Inspector at Port Angeles that this did not happen.  What we do not know is if there are any other individuals or groups planning to do so now.

The predicament we find ourselves in is that we collectively have many vulnerabilities and we face a high level of threat from a demonstrably capable adversary.  The choice of attack, the time of the attack, and the method of attack are all the choice of this adversary.  We cannot afford to waste critical and scarce resources and, therefore, must choose our actions and countermeasures wisely.  This raises the question of costs associated with the implementation of countermeasures to address threats from vehicle and multiple simultaneous suitcase bombs.

Given our experience with the 9/11 terrorist attacks, one cannot address countermeasures costs without also considering consequence costs of the failure to prevent attacks.  Some have calculated the cost of the 9/11 terrorist attacks to be well in excess of a trillion dollars U.S. to the world economy.  The true cost consequences are still being felt and may continue for decades.  In short, they are incalculable.  We have to consider the overall cost consequences of the failure to address a known vulnerability, one that we know is an attractive target to our adversaries.  How devastating will a successful attack to our airports, that may result in hundreds of deaths and injuries, going to be on our national will and our sense of self worth?  How will it affect our determination to prevail in the war on terrorism?  Can we afford to ignore this possibility?  Dare we do so?

I believe that we cannot afford to suffer these consequences and that we should address the vehicle and suitcase bomb threat without further delay.
In summary, we are doing some things right and are doing some of the right things – but we need to do many more right things and do all of them right.
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� For the sake of expediency, I am using the term “bomb” here as meaning an improvised explosive device (IED) or a vehicle borne improvised explosive device (VBIED).


� see �HYPERLINK www.rand.org ��www.rand.org�
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